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Revision Log

Date

Revision

01/06/2009

Added information about accessing FileNet documentation and contacting customer
support to "About This Document."

Made various changes to meet IBM documentation requirements.

11/03/2008

Added the following notes under Set Content Engine Security to clarify the topic:

NOTE LDAP role groups refer to the LDAP groups that correspond to BPF
Metastore roles.

NOTE Restart the content engine application server after applying following
permissions on BPF specific classes and objects.

10/31/2008

ecmdb00677566 / PJ35212 - Removed "Miscellaneous > Inbasket Filters > Priority"
configuration note for Oracle: no need to edit this setting anymore for Oracle
implementations using the Case Management Sample Application manifest since
the default value works correctly with Oracle.

ecmdb00662027 / PJ35211 - Added the following note to the Upgrade BPF section:

NOTE It is possible for BPF-3.5.2 and BPF-3.6.0 instances to share the same
instance of AE/Workplace as long as the following considerations are kept in mind:

e Access Roles are always read from the Application OS (the objectstore
defined in BPF Explorer).

e The combination of ObjectStore name in BPF Explorer and the Workplace
preference name should be unique. If say you have created Workplace36
preference for BPF3.6 application with OS36 and Workplace352 preference
for BPF3.5.2 application with OS352 (with access roles created in both the
objectstores), using the Workplace36 preference name for BPF3.5.2 and
vice versa makes the application fail to logon with error "You are not
assigned to any Roles".

e The ObjectStore hame in bootstrap and BPF Explorer could be different in
case of BPF 3.5.2 application but it should be same for BPF 3.6 application.

ecmdb00553451 / PJ35210 - Changed step 10 of the upgrade procedures to
handle a known issue with upgrading from BPF 3.5.2.

Old step 10:

Import BPF manifest. To import case management manifest or metastore manifest
exported in previous steps, see Import BPF Manifest.

New step 10:

If you are upgrading BPF 3.5.2 to BPF 3.6, the BPF Site Designer role needs to be
defined. To enable Layout Designer, you must manually create a BPF Site
Designer role and assign a user to that role in BPF Explorer. Refer to the IBM
FileNet Business Process Framework Web Application User Interface Guide for
more information about Layout Designer.

ecmdb00387310 / PJ35209 - Changed screenshot and added the following note to
the sections for setting for CredentialsProtection/UserToken in the

WcmApiConfig.properties files in both AE and BPF:
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Revision

NOTE Setting Clear encoding for CredentialsProtection/UserToken results in
nuisance logins from AE/Workplace and should be avoided. For practical
purposes, Symmetric encoding should be used under all circumstances.

ecmdb00371646 / PJ35208 - Added a note to the section for BPF Deployment >
Deploy BPF Web Application > IBM WebSphere 6.0:

NOTE Do NOT change the class loader mode from the default PARENT_FIRST
setting. Changing this to PARENT_LAST prevents BPF from working.

© Copyright IBM Corp. 2006, 2009 10




IBM FileNet Business Process Framework Installation Guide

About This Document

This document defines the procedures to perform an installation or upgrade of IBM® FileNet®
Business Process Framework (BPF).

BPF is built on the FileNet P8 Platform and leverages the latest in Web technology. BPF provides
rapid development of process-driven applications that enable Web browser access for process
participants. The BPF Web Application is data driven and configurable using the BPF Explorer.

BPF is geared towards customers with the following requirements:
e Case management workflow processes
e Integration with the external systems
e Role based work distribution and work management requirements
e Push and pull mode of work distribution

BPF utilizes other more foundational products from the FileNet P8 Platform product suite. These
other products do not specifically focus on the requirements listed above, and oftentimes cannot
satisfy unique user interface needs using out-of-the-box functionality the way BPF can. The intent is
to allow customers to quickly deploy workflow solutions at a lower cost by minimizing the needed
customization effort.

BPF Installation/Upgrade Overview

Installation

The BPF Installation process is designed to copy or create the necessary BPF foundational
components on a system that has already been installed with base FileNet products. The following
FileNet products must be installed and operational before the BPF installation is started:

e FileNet Content Manager

o FileNet Business Process Manager

o FileNet Workplace (Application Engine)

o FileNet eForms Manager (optionally, if eForms integration from BPF is to be used)

NOTE Steps to integration eForms with BPF are not included in this document and are not
part of the standard BPF Installation Package implementation. For information on how to
perform this configuration see the document entitled eForms Integration to BPF.

At a high level, a typical BPF Installation process performs the following basic activities to deliver all
the components needed for BPF use:

o Copies the BPF Explorer configuration tool to the Web application server
e Copies the BPF Web Application to the Web application server
e Creates the BPF Meta database tables needed to support BPF

e Configures the FileNet Content Engine (CE), Process Engine (PE), and Application Engine
(AE) environment with BPF

o Copies a set of sample application configuration files (Case Management Sample) into the
FileNet environment, if desired.

© Copyright IBM Corp. 2006, 2009 11
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Installation versus Deployment

BPF is an application framework, which is used as a starting point to create custom Business Process
Management applications through both configuration settings and by optionally adding code
extensions. For most sites, the development system is the first environment where a BPF installation
is performed. The typical BPF installation process is used to establish a copy of BPF for development
purposes. The Case Management Sample Application is typically also installed, providing a working
sample BPF application in which to test all BPF functionality for installation signoff.

On the development system, whoever is developing the BPF custom application changes
configuration files and possibly adds code extensions to create a site-specific BPF Web Application.

For other environments (used for such activities as Unit Testing, User Acceptance Testing,
Deployment Staging, Production, and so on), you should discuss with the customer whether a typical
BPF installation is appropriate or if these environments have the completed BPF application deployed
to them in a different manner than a typical BPF Installation. Some customers have a very specific
process for staging and deploying web applications in their enterprise, and there might have to be
some further consultation to help them plan how to deploy a BPF-based application per their process.
Other customers without a deployment management process can have BPF installed into subsequent
environments and then move the site-specific configuration and code extension files to the new
environment manually. For more information on migrating BPF related configuration files between
systems, see the BPF Explorer Handbook section entitled “Saving/Moving BPF Applications”.

Upgrade

The definition of a BPF upgrade in the context of this document refers to re-installing a more recent
release of BPF software while preserving all site-specific configuration files in the environment being
upgraded. Depending on the versions of BPF being upgraded from/to, the Upgrade instructions might
also reference steps that alter data structures that have changed between versions. Refer to the
Upgrade section of this manual for instructions to upgrade BPF.

Typographical Conventions

This document uses the conventions in the following table to distinguish elements of text.

Convention Usage

UPPERCASE Environment variables, status codes, utility
names.

Bold Paths and file names, program names, clickable

user-interface elements (such as buttons), and
selected terms such as command parameters or
environment variables that require emphasis.

Italic User-supplied variables and new terms
introduced in text

<italic> User-supplied variables that replace everything
between and including the angle bracket
delimiters (< and >).

Monospace Code samples, examples, display text, and error
messages.

© Copyright IBM Corp. 2006, 2009 12
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Access IBM FileNet documentation, compatibility matrices, and fix
packs

To access documentation, compatibility matrices, and fix packs for IBM FileNet products:
1. Navigate to the Product Documentation for FileNet P8 Platform support page:

(http://www.ibm.com/support/docview.wss?rs=3247&uid=swg27010422).

2. Select a PDF or a Doc Link, whichever is appropriate.

Customer support
For information about contacting customer support:
1. Navigate to the FileNet Product Family support page:

(http://www.ibm.com/software/data/content-management/filenet-product-family/support.html).

2. Click IBM FileNet Support Communications, or search for a particular support topic under
“Enter search terms”.

Feedback

Your feedback helps us to provide quality information. Send your comments about this publication or
any other IBM FileNet documentation by e-mail to comments@us.ibm.com. Be sure to include the
name of the product, the version number of the product, and the name and part number of the book
(if applicable). If you are commenting on specific text, include the location of the text (for example, a
chapter and section title, a table number, a page number, or a help topic title).

Plan the Installation

Before you begin to install BPF:

e Ensure that you have a fully installed and operational FileNet P8 Platform environment
including Content Engine, Process Engine, Application Engine, and, optionally, eForms.

e Retrieve updates to FileNet P8 documentation and software. To download the documents
and updates from the IBM support page, see Access IBM FileNet Documentation,
Compatibility Matrices, and Fix Packs.

e Review the IBM FileNet Business Process Framework Hardware and Software Requirements
Guide for information about BPF requirements that differ from FileNet P8 Platform
requirements.

e Review the IBM FileNet Business Process Framework Release Notes for known issues and
limitations and to check for fix packs to be applied.

o Review Installation Planning Considerations for a list of auxiliary information you might need
to gather and a list of tasks you should perform before installing FileNet BPF. In addition,
complete the following worksheets included in the this section:

o BPF Prerequisite Worksheet

o Platform Prerequisite Worksheet

e Read through all steps in this document to become familiar with the tasks you must perform
when installing BPF.

© Copyright IBM Corp. 2006, 2009 13
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Installation Planning Considerations

Customer Liaison

Every installation requires a designated person from the customer site to act as a liaison to the
service representative that is installing BPF. At a minimum, the liaison assists the service
representative by responding to requests for information and facilitating work requests to other
departments or groups. For example, the liaison facilitates LDAP account setup requests, DBA
requests, and so on.

The customer liaison should know or be aware of customer procedures for
e Creating LDAP groups/users
e Submitting database creation/manipulation requests
e Allocating servers
e Logging on to and running FileNet Workplace
e Logging on to and running the Web Application console

e Submitting IT requests to provide Internet access for downloads, and so on

BPF Prerequisite Worksheet

The following BPF Prerequisite Worksheet is a critical step in preparing for your BPF installation. The
worksheet lists the main servers involved in the BPF installation and provides space to enter the
collected information, which is necessary to complete the installation. In some cases, these servers
might be one and the same; for example, the BPF Admin Workstation and the CE Server might be on
the same server.

Some of the prerequisite fields on the worksheet can be collected prior to the start of the installation,
and other information is determined and noted on the worksheet as you perform the installation.
Review all of the fields, and fill in as much as possible in advance.

The goal of the worksheet is to have a complete and accurate set of site parameters when you are
finished with the installation. This completed worksheet should be left with the customer and is a
valuable reference when configuration issues or questions arise, or as a reference when performing
future BPF installations or upgrades.

References in this document to a BPF Prerequisite Worksheet field are shown like this: {item}. These
items are referenced as part of the BPF installation procedure.

The worksheet is arranged in the following manner: Server function is in the title row and additional
information associated with that server follows.

© Copyright IBM Corp. 2006, 2009 14
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AE Server

Se

rver for the FileNet Application Engine.

Web Application Service Type/Version
(example: WebLogic 8.1 SP2)

Operating System Type/Version

FileNet P8 Platform Release Version

Client Browser Type/Version

BPF Release Version
Release number for the BPF release to be installed.

Machine Usage
Production, QA, Development, and so on.

BPF Media Staging Folder {staging folder}

Machine Name {web application server}

Workplace URL {workplace url}

AE to PE Router Name {ae pe router name}
Name of router running on AE server that connects to the PE.

BPF Installation Home {install.home}

Home folder path for wfutil and BPF Operations. Folder created
during BPF deployment.

Environment Property: Build - install.home

Web Application Name {web application name}
(example: bpf)

BPF Port Number {web port}
Port number for the BPF Web Application.

NOTE Consult your Web Application service for the correct port
number.

BPF Admin Workstation

Ad

ministration workstation for the BPF Explorer application. This

application is the utility for modifying the BPF meta database (BPF
configuration).

Machine Name {bpf admin workstation}

Operating System Type/Version

Machine Usage
Production, QA, Development, and so on.

BPF Metadata Server

Se

rver for the BPF Metastore relational database.

Machine Name {meta data server}

Operating System Type/Version
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Database Type/Version

Machine Usage
Production, QA, Development, and so on

Database Administrative User {meta admin user}
Database Administrative Password {meta admin password}

An administrator account needed to access the Metastore
Provider.

For more information on this user account in both Oracle and
SQL Server, see below under Database Security
Considerations.

Metastore User {meta user}
Metastore Password {meta password}

The account created for read/write access to the BPF Metastore
database. The BPF metastore creation scripts create this user
and grant privileges.

For more information on this user account in both Oracle and
SQL Server, see below under Database Security
Considerations.

For Oracle implementation:

Database System ID {meta database sid}
For SQL implementation:

Database Name {meta database}

{meta datasource}
Suggested name: Bp8MetadataDS.

{meta data server}

{meta connection pool}

{class path}

{meta authentication name}
Suggested name: Bp8MetaAlias.

CE Server

Se

rver for the Content Engine.

Machine Name {ce server}

Operating System Type/Version

Database Type/Version

FileNet P8 Platform Version

Machine Usage

Production, QA, Development, and so on.

©C
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Object Store Display Name {os display name}

Name of BPF object store in CE. Optionally use an existing
object store, or create a new one using the FileNet P8 Platform
Enterprise Manager (EM). Refer to the FileNet P8 Platform
documentation for the creation procedure details. Suggested
object store name: BPF Object Store.

Object Store Symbolic Name {os symbolic name}
Symbolic name of BPF object store in CE.

Administrative User {ce admin user}

An account with CE administrator privileges for upgrading
existing CE objects.

Administrative Password {ce admin password}
Password for {ce admin user}

PE Data Server
Server for the Process Engine database.

Machine Name {pe data server}

Operating System Type/Version

Database Type/Version

Machine Usage
Production, QA, Development, and so on.

Database Name {pe database}

Database used by PE. Database name can be determined by
looking at Image Services System Configuration Editor
(..\fnswh bi n\fn_edit.exe)onthe Relational Databases
tab and RDB Objects sub-tab. Look at the location for object
db_nane orfn_dat a; possibly named i ndexdb.

For Oracle implementation:

Database System ID {pe database sid}
For SQL implementation

Database Name {pe database}.

Process Engine User {pe user}

Process Engine Password {pe password}
Oracle:

System privileges needed: CREATE SESSION.

Object privileges needed: SELECT on all F_SW schema tables,
SELECT on all F_SW schema views.

SQL Server:
Roles needed: Public and db_datareader

{pe router url}

{pe connection pool}
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{pe datasource}

{pe class path}

{pe authentication name}
Suggested name: Bp8PEAlias.

PE Server
Server for the Process Engine.

Machine Name

Operating System Type/Version

FileNet P8 Platform Version

Machine Usage
Production, QA, Development, and so on.

Administrative User {pe admin user}

workflow map.

An account with PE administrator privileges for upgrading the

Administrative Password {pe admin password}
Password for {pe admin user}.

Platform Prerequisite Worksheet

General Work Conditions

Single customer resource designated to assist the service
representative installing BPF. Enter name and contact
info.

Able to work from single work machine and remotely
access servers. Remote access can be accomplished by
using tools such as VNC and PC Anywhere. Enter access
details.

Electrical outlets available next to work machine. Used for
laptop, cell phone charging, and so on.

Land line (phone) available next to work machine.

Able to access Internet from server on customer network.
Internet access used for the following purposes:

¢ Download BPF installation package and fix packs

e Access e-mail

Able to create folders on Internet server. Used for storing
downloaded material. Enter folder location.

Able to transfer files from designated Internet server to AE
and CE server. Enter method.

FileNet P8 Platform Function and Access
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Object store to be used by BPF can be browsed from
Workplace without error. Confirm CE is working.

Workplace Tasks can be accessed without error. Confirm
CE is working.

P8 Workplace administrator access sufficient for
accessing the following:

e Admin > Site Preferences > General

e Admin > Site Preferences > Bootstrap

e Admin > Site Preferences > Access Roles

e Admin > Site Preferences > Refresh

e Admin > Process Configuration Console

e Author > Advanced Tools > Search Designer

e Author > Advanced Tools > Process Designer

Process Task Manager on AE server can be run. Might be
on Start menu (if on Windows®), but is usually run from
FileNet/Router directory.

Database Access

DBA access for creating new database.

Scripts need to be adjusted and run for creating BPF
Metastore database. This is a generally static database
used for storing BPF configuration information.

DBA access to PE database.

A new user needs to be created for read-only access to
the PE database. Also, in some cases, some views might
be needed to be re-created to work around a case
sensitivity issue (Oracle only).

LDAP Access

New LDAP groups might need to be created.

New LDAP users might need to be created.

CE Access

Able to run Enterprise Manager.

Able to set security on CE objects.

Able to reboot CE server.

Rebooting might be needed in some cases to resolve
problems.

AE Access

Able to logon to Web Application service administrator
console.

NOTE The BPF Web Application needs to be installed on
the same machine where Workplace is installed.
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Able to create JDBC DataSources.

Able to restart BPF Web Application.

Able to restart Web Application service.

Able to reboot AE server.

Rebooting might be needed in some cases to resolve
problems.

Misc.

Need to have file privileges for installing BPF Explorer.

(Installed using InstallShield setup. Can be installed on
any machine with ODBC access to BPF Metastore.)

Ability to remove carriage returns (“M) in various text files
on non-Windows machines.

Depending on the UNIX® platform, use any appropriate
utility like dos2unix or dos2aix.

Ability to edit text files, including XML files.

On UNIX machines, the capability to validate an XML file
is necessary. This can be accomplished using Netscape
Navigator on UNIX servers.
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Database Security Considerations

This section is devoted primarily to clarifying the difference between the BPF {meta admin user} and
the BPF {meta user} RDBMS accounts as referenced in the Prerequisite Worksheet below.

The BPF install process requires two different RDMBS user accounts as described in the following
paragraphs.

The {meta admin user} is an administrator account needed to access the Metastore Provider
normally during database creation only.

Oracle: The SYSDBA privilege is required to create new database (assuming the BPF tablespaces
are to be located in a new database). Roles needed: DBA. NOTE In many cases, it is necessary to
ask a DBA who has access to an account with these privileges to perform the tasks of the {meta
admin user} for you during the course of the install. Many companies do not divulge the passwords
for accounts with this level of privilege to installation personnel. In such circumstances, consult with
the customer and have one of their DBAs run these scripts for you using any account they like (as
long as it has the DBA Role with the SYSDBA Privilege as indicated above). See above under
Customer Liaison.

SQL Server: System Administrators server role.

The {meta user} is an administrator account needed to access the Metastore Provider on an ongoing
basis by both the BPF Web Application and BPF Explorer.

This account needs to have read/write access to the BPF Metastore database. The BPF metastore
creation scripts create this user and grant privileges.

Oracle:
a. Roles: CONNECT
b. System Privileges: CREATE SESSION (this comes with the CONNECT Role)

c. Object Permissions: either EXECUTE (for stored procedures) or INSERT, UPDATE, DELETE, and
SELECT permission on all Bp8 objects. If your schema is named Bp8 and you are using the Bp8
user account (schema owner) as your {meta user}, then your {meta user} schema automatically has
these permissions. If you are using another account (other than schema owner) as your {meta
user}, then you must develop and run scripts to grant all of the above privileges on each of the
objects in the schema to your {meta user}. For example:

GRANT INSERT, UPDATE, DELETE, SELECT ON application_settings TO BpS8;

This needs to be done individually for each table, view, stored procedure, and so on, since the “ANY”
privileges apply to the whole database and not just an individual schema — and there is no separate
privilege to grant “SELECT” (for example) on all objects in a single schema.

The default name of the BPF Oracle {meta user} and schema is “BP8". If you decide to use any
other name for your {meta user} and schema in Oracle, you then also need to edit the copy of
Bp8sql.xml used by BPF Explorer (and located in the home directory of BPF Explorer itself [in the
same directory as BPF Explorer.msc]) so as to change the following entry at the beginning of the file
to reflect your change

<ORACLE>alter session set current_schema={meta user}</ORACLE>

Assuming you choose to use it (the most common scenario), you also need to reflect this change
throughout your Step0.oracle.Bp8.Metabase.1.0.sql file before running it (see below under Create
BPF Metastore, Oracle), and then change the following line

ALTER SESSION SET CURRENT_SCHEMA={meta user};
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at the beginning of the following SQL scripts before running them

Stepl.oracle.Bp8.Metabase.1.0.sql
Step2.oracle.Bp8.Metabase.1.0.sql
Step3.oracle.Bp8.Metabase.1.0.sql

SQL Server: public and db_owner roles.

LDAP Security Considerations

The Case Management Sample Application maps its BPF Roles to Workplace Access Roles and then
maps these Workplace Access Roles to existing LDAP users or groups. Users and/or Groups that
can be mapped to the following Workplace Access Roles must therefore be prior to the BPF
installation in your LDAP repository:

0 sue
o joe

0 ana
0 mark

NOTE The names of your LDAP Users and/or Groups do not need to reflect or resemble the
names of the Workplace Access Roles to which they are to be assigned. But since it often takes
considerable lead-time to arrange for the creation of new LDAP Users and/or Groups, it is
recommended that you make arrangements to have this done well before you begin the actual
installation.

JDBC Driver Requirements

The JDBC drivers required to support BPF must be supplied by the customer in accordance with the
IBM FileNet P8 3.6 Hardware and Software Requirements document and arrangements need to be
made with the customer ahead of time to make sure that they are available prior to installing BPF.
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Configure Users/Groups

Although there are a number of ways to set up the security authentication and authorization for BPF
applications, the following describes the method of setup to support the BPF Case Management
Sample Application.

The Case Management Sample Application uses Workplace Access Roles and maps them to existing
LDAP users or groups. There are four BPF Roles defined to support the Case Management Sample
Application that must be defined in Workplace Access Roles:

e Supervisor (Add “sue” LDAP user)

e Indexer (Add “joe” LDAP user)

e Reviewer (Add “mark” LDAP user)

e Approver (Add “ana” LDAP user)

e BPF Site Designers (Add “sue” LDAP user)

NOTE In BPF, role membership is managed through LDAP security group membership. BPF Roles
are linked to Workplace Access Roles, which are linked to LDAP Users or Groups.

For reasons of performance enhancement, it is strongly recommend that you use Workplace access
roles (BPF metastore setting "Enable Access Roles" set to true) instead of direct LDAP integration,
especially in cases where the LDAP directory is large or complex (containing many levels of nested
groups/folders).

1. Within Workplace Site Preferences, define Workplace Access Roles corresponding to the BPF
Roles mentioned above.

a. Click Admin > Site Preferences.

b. Click Access Roles.

c. Click Add Role.

d. Name the new role appropriately, such as Indexer.

e. Remove all default added role members using the Delete Role button next to the access
role.

—h

Select either User or Groups to display the appropriate list.

Type one or more characters for the beginning of the user or group names to search for.

5 Q@

Click Search. After a brief delay, the matching names are displayed.

i. Click Accept. The Site Preferences page opens again, with the new user or group name
listed for the role under Allowed Access.

j-  Add more access roles as appropriate.
k. Click Apply.

I.  Make sure you have mapped just created Access Role to appropriate metastore security
profile.
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Copy CDROM Contents to Target Machine

1. Mount CDROM device to a folder on target machine and copy the contents to the staging folder.

The following table describes the BPF release software contents found on the CDROM.

Folder/File Description
{root} BPF_Installation_Guide.pdf Electronic copy of this Installation Guide
document.
version.txt Contains BPF build version information.
admin/ Contains the target files for BPF

Explorer, which is installed and executed
from an administrative Windows

desktop.
filenet_bpf_explorer_setup.exe BPF Explorer setup package.
[Windows version]
documentation/ Standard documentation for BPF and its
related components in the form of a Web
site.
BPF_help/ Directory that contains the BPF help.

You can read the help from this
directory, or copy and deploy/add it on
an application server as a Web site.

BPF_help.war Compressed version of the BPF Help
that is required for installation on IBM
WebSphere® application servers.
version.ixt File that identifies the product software
version associated with the BPF help,
the documentation and Java™ reference
documentation build numbers, and the
build date.
readme.htm
misc/ This folder contains sample code and
Starter Solution demos.
solutions/ This folder contains library of sample
configurations. The subdirectories below
are different configuration templates.
base/config/ Base configuration
BPF_base.xml Metastore base configuration
ce_base.xml

CE base configuration

qcreate_base.xml Base workflow queue configuration

case_management/ Case Management sample configuration

CaseManagement.pep The workflow map

gcreate_cm.xml

CM workflow queue configuration
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Folder/File Description
bp8_cm.xml BPF CM Metastore manifest
ce_cm.xml| CE CM manifest
Auth For Work.doc Sample documents
JaneGibbonsReceipts.tif
ExpenseForm.xls
Master Agreement.pdf
p8LeftLogOnBar.JPG Web application logo and splash screen
logon_logo.qgif
components/
workplace/Bp8ViewActions.jsp P8 Workplace Integration Servlet
extensions and sample configurations
wfutil/ BPF wfutil program files
setup/ This folder contains the BPF Web
Application Installer files.
BPF_installer jar Installer JAR file
AlXfilenet_BPF_setup.exe IBM AIX® BPF Web Application setup
package
HPUXfilenet_BPF_setup.exe HPUX BPF Web Application setup
package
SOLARISfilenet_BPF_setup.exe SOLARIS BPF Web Application setup
package
WINDOWSfilenet_BPF_setup.exe Windows BPF Web Application setup
package
BPF_silent_input.txt Silent Installation Resource File.
SQL/ Contains BPF Metastore SQL Scripts. In

some cases, there is a prerequisite to
update one or more of the database
schemas. These scripts are typically
executed by a site DBA.

Step0.oracle.Bp8.Metabase.1.0.SQL
Stepl.oracle.Bp8.Metabase.1.0.SQL
Step2.oracle.Bp8.Metabase.1.0.SQL
Step3.oracle.Bp8.Metabase.1.0.SQL

Oracle version

Stepl.mssql.Bp8.Metabase.1.0.SQL
Step2.mssql.Bp8.Metabase.1.0.SQL
Step3.mssql.Bp8.Metabase.1.0.SQL

Microsoft® SQL version
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Make Staging Folder Accessible

The staging folder needs to be accessible from the various servers. The table below identifies which
servers require access to specific sub folders under the staging folder.

Server Folder

{bpf admin workstation} {staging folder}/msc
{staging folder}/adnin

{meta data server} {staging fol der}/sql

{web application server} {staging folder}/msc

{staging fol der}/setup

1. Share the original staging folder or copy the staging folder to other servers as indicated above
(using ftp or some other tool of your choice).

2. If acopy is performed to other servers, mark down on the worksheet for {staging folder} the
additional staging folders created.
Grant Access to Process Engine Database

Grant the appropriate database role membership. See the “Process Engine User “on the prerequisite
worksheet.

Create JDBC DataSource — BPF Metastore
NOTE The XA driver type is not supported.

Create DataSource

Create the JDBC DataSource as follows:

BEA WebLogic/Microsoft SQL Server

1. Log into BEA WebLogic console using IE:
http:/{web application server}:7001/console.

2. Configure connection pool:

a. Select Services >JDBC > Connection pools.

b. Click Configure a new JDBC Connection Pool....

c. Select Database Type: MS SQL Server.

d. Select Database Driver: *BEA's MS SQL Server Driver (Type 4) Versions: 7.0,2000
e. Click Continue.

—h

Determine the {meta connection pool} name and record on your worksheet. Suggested
name: Bp8MetadataPool.

g. Select Name: {meta connection pool}.
Enter Database name: {meta database}.
i. Enter Host name: {meta data server}

j- Enter Port: 1433.
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k. Enter Database user name: {meta user}
I.  Enter Database password: {meta password}
m. Click Continue.

n. Selectthe Test Driver Configuration.

You should receive the Connection successful message.
0. Select Create and Deploy.
3. Create JDBC DataSource:
a. Select Services > JDBC > DataSources.
b. Select Configure a new JDBC DataSource....

c. Determine the {meta datasource} name and record on your worksheet. Suggested name:
Bp8MetadataDS.

d. Enter name: {meta datasource}.

e. Enter JNDI name: {meta datasource}.

NOTE The DataSource name and the DataSource JNDI name must be the same.

—h

Enter Honor Global Transactions: selected.

Enter Emulate Two-Phase commit: unselected.

2 @

Click Continue.

Select {meta connection pool}.
j- Select Continue.

k. Select Create.

BEA WebLogic/Oracle

1. Log into BEA WebLogic console using IE:
http:/{web application server}:7001/console.

2. Configure Connection Pool:
3. Select Services > JDBC > Connection pools.
a. Click Configure a new JDBC Connection Pool....
b. Select Database Type: Oracle.
c. Select Database Driver: BEA's Oracle Driver (Type 4)
d. Click Continue.

e. Determine the {meta connection pool} name and record it on your worksheet. Suggested
name: Bp8MetadataPool.

f. Select Name: {meta connection pool}.

Enter Database name: {meta database}.

> Q@

Enter Host name: {meta data server}

Enter Port: 1521 (default).

j- Enter Database user name: {meta user}
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0.

Enter Database password: {meta password}
Click Continue.
Modify Properties > SID if necessary.

Select the Test Driver Configuration.

You should receive the Connection Successful message.

Select Create and Deploy.

4. Create JDBC DataSource:

= @ =~

k.

Select Services > JDBC > DataSources.

Select Configure a new JDBC DataSource....

Determine the {meta datasource} name and record on your worksheet. Suggested name:

Bp8MetadataDS.
Enter name: {meta datasource}.

Enter JNDI name: {meta datasource}.

NOTE The DataSource name and the DataSource JNDI hame must be the same.
Enter Honor Global Transactions: selected.

Enter Emulate Two-Phase commit: unselected.

Click Continue.

Select {meta connection pool}.

Select Continue.

Select Create.

IBM WebSphere/Oracle

1. Logon to WebSphere Administrative Console: http://{web application
server}:9060/ibm/console.

2. Create JDBC Provider as follows:

a.
b.

Record Oracle JDBC Driver as {meta connection pool} on worksheet.

Click on Resources > JDBC Providers.

Skip these sub-steps if {meta connection pool} already exists. Otherwise, do the following:

c
d.

> @ =

Click New.

Select the database type: Oracle.

Select the provider type: {meta connection pool}.

Select the implementation type: Connection pool DataSource.
Click Next.

Record the Class path as the {class path} on the worksheet.
Click Apply.

Save changes to master configuration.
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k.

Click on Environment > WebSphere Variables.

Verify that any environment variables used in {class path} is set correctly.

3. Create Initial JDBC DataSource:

a.
b.

C.

j-

Click on Resources > JDBC Providers.

Click on the appropriate provider: {meta connection pool}.
Click DataSources under Additional Properties.

Click New.

Enter the Name for the DataSource. Record this name on your worksheet as {meta
datasource}.

Enter JNDI name: {meta datasource}.

NOTE The DataSource name and the DataSource JNDI name must be the same.
Enter Description: {meta datasource}.

Enter URL: JDBC:oracle:thin:@{meta data server}:1521:{meta database sid}.
NOTE If URL does not work for any reason try: JDBC:oracle:thin@{TNS Descriptor}.

For example:

JDBC: or acl e: t hi n: @ DESCRI PTI ON=( ADDRESS_L| ST=( ADDRESS=( PROTOCOL=TCP) (
HOST=p8denn35) ( PORT=1521) ) ) ( CONNECT_DATA=( SERVER=DEDI CATED) ( SERVI CE_N
AMVE=Bp8. Met ast ore)))

Click Apply.

Save changes to master configuration.

4. Create Authentication Entry as follows:

a.
b.

C.

> @ =

j.

k.

Click on Resources > JDBC Providers.
Click on the appropriate provider: {meta connection pool}.

Click DataSources under Additional Properties.

NOTE Do not select DataSources (Version 4).
Click {meta datasource}.

Click J2EE Connector Architecture (J2C) authentication data entries under Related
ltems.

Click New.

Enter Alias name. Enter on your worksheet as {meta authentication name}.
Enter User ID: {meta user}.

Enter Password: {meta password}.

Click Apply.

Save changes to master configuration.

5. Set JDBC DataSource Authentication:

a.

Click on Resources > JDBC Providers.
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b. Click on the appropriate provider: {meta connection pool}.

c. Click DataSources under Additional Properties.

d. Click {meta datasource}.

e. Select Component-managed authentication alias: {meta authentication name}.

f. Click Apply.
g. Save changes to master configuration.
6. Test the connection:
a. Click on Resources > JDBC Providers.
b. Click on the appropriate provider: {meta connection pool}.
c. Click DataSources under Additional Properties.
d. Select the checkbox for {meta datasource}.
e. Click Test Connection.

A success message should be displayed.

IBM WebSphere/SQL Server

1. Logon to the WebSphere Administrative Console:
http:/{web application server}:9060/ibm/console.

2. Create JDBC Provider:
a. Click on Resources >JDBC Providers.
Skip these sub-steps if {meta connection pool} already exists. Otherwise, do the following:
b. Click New.
c. Select the database type: SQL Server.
d. Select the provider type: {meta connection pool}.
e. Select the implementation type: Connection pool DataSource.
f.  Click Next.
g. Click Apply.
h. Save changes to master configuration.
3. Create Initial JIDBC DataSource:
a. Click on Resources > JDBC Providers.
b. Click on the appropriate provider: {meta connection pool}.

c. Click DataSources under Additional Properties.

NOTE Do not select DataSources (Version 4).
d. Click New.

e. Enter the name for the DataSource. Suggested name: Bp8MetadataDS. Record this name
on your worksheet as {meta datasource}.
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f.  Enter INDI name: {meta datasource}.

NOTE The DataSource name and the DataSource JNDI hame must be the same.
Enter Description: {meta datasource}.
Enter Database name: {meta database}.

i. Enter Server name: {meta data server}.

j-  Click Apply.

k. Save changes to master configuration.

4. Create Authentication Entry:

a. Click on Resources > JDBC Providers.

b. Click on the appropriate provider: {meta connection pool}.

c. Click DataSources under Additional Properties.

d. Click {meta datasource}.

e. Click J2EE Connector Architecture (J2C) authentication data entries under Related

[tems.
f. Click New.
g. Enter Alias name. {meta authentication name}.
h. Enter User ID: {meta user}.
i. Enter Password: {meta password}.
j-  Click Apply.

k. Save changes to master configuration.
5. Set JDBC DataSource Authentication:

a. Click on Resources > JDBC Providers.

b. Click on the appropriate provider: {meta connection pool}.
c. Click DataSources under Additional Properties.
d. Click {meta datasource}.

e. Select Component-managed authentication alias: {meta authentication name}.
f. Click Apply.
g. Save changes to master configuration.
6. Test the connection:
a. Click on Resources > JDBC Providers.
b. Click on the appropriate provider: {meta connection pool}.
c. Click DataSources under Additional Properties.
d. Select the Checkbox for {meta datasource}.
e. Click Test Connection.

A success message should be displayed.
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IBM Websphere/DB2

BPF metastore is only supported with MS SQL Server and Oracle Database. Metastore database
on DB2® is not supported in this release.

JBOSS/SQL Server

1. Create DataSource entry.

a. Inthe JBOSS directories, copy msSQL-ds.xml
from ...\docs\examples\jca
to ..\server\default\deploy (if it does not already exist).

b. Inthe ..\server\default\deploy\msSQL-ds.xml file, add the information below under
<datasources>. Replace worksheet items appropriately. For example, replace {meta
datasource} with Bp8MetadataDS.

<dat asour ces>
<l ocal -t x- dat asour ce>
<j ndi - name>{meta datasource}</ j ndi - name>
<connection-url >

JDBC: jtds: SQLserver://{neta data
server}: 1433; Dat abaseNanme={ net a dat abase}

</ connecti on-url >
<driver-cl ass>net.sourceforge.jtds.JDBC. Driver</driver-cl ass>
<user - nanme>{ net a user}</ user-nane>
<passwor d>{ net a passwor d} </ passwor d>
<met adat a>
<t ype- mappi ng>M5 SQLSERVER2000</t ype- mappi ng>
</ net adat a>
</l ocal -t x- dat asour ce>
</ dat asour ces>

2. Place driver in lib directory:

a. Download jtds-1.0.2.jar from SourceForge.net (http://sourceforge.net).

b. Place the jar file in ...\server\default\lib.

JBOSS/Oracle
1. Create DataSource entry.

a. Inthe JBOSS directories, copy oracle-ds.xml
from ...\docs\examples\jca
to ...\server\default\deploy (if it does not already exist).

b. Inthe ...\server\default\deploy\oracle-ds.xml file,
add the information below under <datasources>.

Replace worksheet items appropriately. For example, replace {meta datasource} with
Bp8MetadataDS.

<dat asour ces>
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<l ocal -t x- dat asour ce>
<j ndi - namre>{ net a dat asour ce}</j ndi - nane>
<connection-url >

JDBC: oracle:thin: @neta data server}:1521: {neta dat abase}

</ connecti on-url >
<driver-cl ass>oracl e. JDBC. dri ver. Oracl eDriver</driver-class>
<user-nanme>{neta user}</user-nane>
<passwor d>{ nmet a passwor d} </ passwor d>

</l ocal -t x- dat asour ce>

</ dat asour ces>
2. Place driver in lib directory.
a. Download ojdbc14.jar from Oracle.

b. Place the jar file in ...\server\default\lib.

Oracle Application Server/SQL Server

1. Start the Oracle Application Server and from the Oracle Admin Console, create a unique OC4J
Instance to use with your BPF application (assuming you do not already have one created for this
purpose).

CAUTION: Do not share this instance with Workplace, BPF or any other application using
common XML parsing jar APIs otherwise you might encounter XML/XSL errors in Workplace
integration with BPF or within BPF due to the class loader implementation used by OAS.)

Click the OC4J Instance you created.
Click Administration tab.
Click DataSources.

Click Create button.

o g M w N

Enter the following information for MetaStore DataSource:
a. Name: Enter the name of the {meta data source}: for example, Bp8MetadataDS
b. Data Source Class: com.evermind.sql.DriverManagerDataSource

c. JDBCURL:jdbc:datadirect:sqlserver://<database-ServerName>:<database-
port>;DatabaseName=<databaseName>

d. JDBC Driver: com.ddtek.jdbc.sqlserver.SQLServerDriver
e. Username: {meta user}

f.  Under option Use Cleartext Password, Select Password: Password {meta user
password}.

Location: {meta data source}: for example, Bp8MetadataDS
Transactional(XA) Location: {meta data source}: for example, Bp8MetadataDS
i. EJB Location: {meta data source}: for example, Bp8MetadataDS

7. Click Apply to create the data source.
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Oracle Application Server/Oracle

1.

2
3
4,
5

6.

Click the OC4J Instance you previously created.

Click Administration tab.

Click Data Sources.

Click Create button.

Enter the following information for Metastore DataSource:

a.
b.

C.

Name: Enter the name of the {meta data source}: for example, Bp8MetadataDS
Data Source Class: com.evermind.sql.DriverManagerDataSource

JDBC URL: jdbc:oracle:thin:@//<database-Servername>:<database-port>/<Metastore
database SID>

JDBC Driver: oracle.jdbc.driver.OracleDriver
Username: {meta user}

Under option Use Cleartext Password, Select Password: Password {meta user
password}.

Location: {meta data source}: for example, Bp8MetadataDS
Transactional(XA) Location; {meta data source}: for example, Bp8MetadataDS

EJB Location: {meta data source}: for example, Bp8MetadataDS

Click Apply to create the data source.

Create JDBC DataSource — Process Engine

Create DataSource

BEA WebLogic/Microsoft SQL Server
1. Log into BEA WebLogic console using IE: http:/{web application server}:7001/console.

Configure connection pool as follows:

a.

o

-~ @ o o

Select Services > JDBC > Connection pools.

Click Configure a new JDBC Connection Pool....

Select Database Type: MS SQL Server.

Select Database Driver: *BEA's MS SQL Server Driver (Type 4) Versions: 7.0,2000

Click Continue.

Determine the {pe connection pool} name and record on your worksheet. Suggested name:

Bp8ProcessPool.

Enter Name: {pe connection pool}.
Enter Database name: {pe database}.
Enter Host name: {pe data server}
Enter Port: 1433.

Enter Database user name: {pe user}
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0.

Enter Database password: {pe password}
Click Continue.

Select the Test Driver Configuration.

You should receive the Connection successful message.

Select Create and Deploy.

2. Create JDBC DataSource:

2 @

K.

Select Services > JDBC > DataSources.
Select Configure a new JDBC DataSource....

Determine the {pe datasource} name and record on your worksheet. Suggested name:
Bp8ProcessDS.

Enter name: {pe datasource}.

Enter JNDI name: {pe datasource}.

NOTE The DataSource name and the DataSource JNDI hame must be the same.
Enter Honor Global Transactions: selected.

Enter Emulate Two-Phase commit: unselected.

Click Continue.

Select {pe connection pool}.

Select Continue.

Select Create.

BEA WebLogic/Oracle
1. Log into BEA WebLogic console using IE: http://{web application server}:7001/console.

2. Configure Connection Pool:

a.
b.

c
d.

bl ¢ )

Select Services > JDBC > Connection pools.

Click Configure a new JDBC Connection Pool.
Select Database Type: Oracle.

Select Database Driver: BEA's Oracle Driver (Type 4)

Click Continue.

Determine the {pe connection pool} name and record on your worksheet. Suggested name:

Bp8ProcessPool.

Enter Name: {pe connection pool}.
Enter Database name: {pe database}.
Enter Host name: {pe data server}
Enter Port: 1521.

Enter Database user name: {pe user}

Enter Database password: {pe password}
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p.

Click Continue.
Modify Properties > SID if necessary.

Select the Test Driver Configuration.

You should receive the Connection Successful message.

Select Create and Deploy.

3. Create JDBC DataSource:

a.
b.

C.

2 @

K.

Select Services > JDBC > DataSources.

Select Configure a new JDBC DataSource....

Determine the {pe datasource} name and record on your worksheet. Suggested name:

Bp8ProcessDS.
Enter name: {pe datasource}.

Enter JNDI name: {pe datasource}.

NOTE The DataSource name and the DataSource JNDI name must be the same.
Enter Honor Global Transactions: selected.

Enter Emulate Two-Phase commit: unselected.

Click Continue.

Select {pe connection pool}.

Select Continue.

Select Create.

IBM WebSphere/Oracle

1. Logon to WebSphere Administrative Console: http://{web application
server}:9060/ibm/console.

2. Create JDBC Provider:

a.
b.

o o

> @ =

Record Oracle JDBC Driver as {pe connection pool} on worksheet.

Click on Resources > JDBC Providers.
Skip this sub-step if {pe connection pool} already exists.
Otherwise, do the following:

Click on Resources > JDBC Providers.

Click New.

Select the database type: Oracle.

Select the provider type: {pe connection pool}.

Select the implementation type: Connection pool DataSource.
Click Next.

Record the Class path as the {class path} on the worksheet.
Click Apply.

Save changes to master configuration.
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Click on Environment > WebSphere Variables.

m. Verify that any environment variables used in {class path} is set correctly.

3. Create Initial JDBC DataSource as follows:

a.
b.

C.

-

Click on Resources > JDBC Providers.

Click on the appropriate provider: {pe connection pool}.
Click DataSources under Additional Properties.

Click New.

Enter the Name for the DataSource. Suggested name: Bp8ProcessDS.
Record this name on your worksheet as {pe datasource}.

Enter JNDI name: {pe datasource}.

NOTE The DataSource name and the DataSource JNDI name must be the same.
Enter Description: {pe datasource}.

Enter URL:
JDBC:oracle:thin:@{pe data server}:1521:{pe database sid}.

NOTE If URL does not work for any reason try:

JDBC:oracle:thin@{TNS Descriptor}.

For example:

JDBC: or acl e: t hi n: @ DESCRI PTI ON=( ADDRESS LI ST=( ADDRESS=( PROTOCOL=TCP) (
HOST=p8denn35) ( PORT=1521) ) ) ( CONNECT_DATA=( SERVER=DEDI CATED) ( SERVI CE_N
AME=Bp8. Met astore)))

Click Apply.

Save changes to master configuration.

4. Create Authentication Entry as follows:

a.
b.

C.

j.

K.

Click on Resources > JDBC Providers.

Click on the appropriate provider: {pe connection pool}.
Click DataSources under Additional Properties.

Click {pe datasource}.

Click J2EE Connector Architecture (J2C) authentication data entries under Related
Items.

Click New.

Enter Alias name. Suggested name: Bp8ProcessAlias. Enter on worksheet as
{pe authentication name}.

Enter User ID: {pe user}.
Enter Password: {pe password}.
Click Apply.

Save changes to master configuration.

5. Set JDBC DataSource Authentication as follows:

a.

Click on Resources > JDBC Providers.
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b. Click on the appropriate provider: {pe connection pool}.
c. Click DataSources under Additional Properties.

d. Click {pe datasource}.

e. Select Component-managed authentication alias: {pe authentication name}.
f.  Click Apply.

g. Save changes to master configuration.

Test the connection as follows:

a. Click on Resources >JDBC Providers.

b. Click on the appropriate provider: {pe connection pool}.
c. Click DataSources under Additional Properties.

d. Select the Checkbox for {pe datasource}.

e. Click Test Connection.

A success message should be displayed.

IBM WebSphere/SQL Server

1.

Logon to the WebSphere Administrative Console:
http:/{web application server}:9060/ibm/console.

Create JDBC Provider as follows:

a. Click on Resources > JDBC Providers.

Skip this sub-step if {pe connection pool} already exists.
Otherwise, do the following:

b. Click New.

c. Select the database type: SQL Server.

d. Select the provider type: {pe connection pool}.

e. Select the implementation type: Connection pool DataSource.
f.  Click Next.

g. Click Apply.

h. Save changes to master configuration.

Create Initial JIDBC DataSource as follows:

a. Click on Resources > JDBC Providers.

b. Click on the appropriate provider: {pe connection pool}.
c. Click DataSources under Additional Properties.

d. Click New.

e. Enter the name for the DataSource {pe datasource}. Suggested name: Bp8ProcessDS.
Record this name on your worksheet as {pe datasource}.

f.  Enter JNDI name: {pe datasource}.

NOTE The DataSource name and the DataSource JNDI name must be the same.
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i

k.

Enter Description: {pe datasource}.
Enter Database name: {pe database}.
Enter Server name: {pe data server}.
Click Apply.

Save changes to master configuration.

4. Create Authentication Entry as follows:

a.
b.

C.

Click on Resources > JDBC Providers.

Click on the appropriate provider: {pe connection pool}.
Click DataSources under Additional Properties.

Click {pe datasource}.

Click J2EE Connector Architecture (J2C) authentication data entries under Related
Items.

Click New.

Enter Alias name {pe authentication name}. Suggested name: Bp8ProcessAlias. Record
this name on your worksheet as {pe authentication name}.

Enter User ID: {pe user}.
Enter Password: {pe password}.
Click Apply.

Save changes to master configuration.

5. Set JDBC DataSource Authentication as follows:

o

o o

o

g.

Click on Resources > JDBC Providers.

Click on the appropriate provider: {pe connection pool}.

Click DataSources under Additional Properties.

Click {pe datasource}.

Select Component-managed authentication alias: {pe authentication name}.
Click Apply.

Save changes to master configuration.

6. Test the connection as follows:

a.
b.
c.
d.

e.

Click on Resources > JDBC Providers.

Click on the appropriate provider: {pe connection pool}.
Click DataSources under Additional Properties.
Select the Checkbox for {pe datasource}.

Click Test Connection.

A success message should be displayed.
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IBM Websphere/DB2

1. Logon to the WebSphere Administrative Console:
http:/{web application server}:9060/ibm/console.

2. Create JDBC Provider as follows:

a.

Click on Resources > JDBC Providers.

Skip this sub-step if {pe connection pool} already exists.
Otherwise, do the following:

b.

c
d.

Click New.

Select the database type: SQL Server.

Select the provider type as ‘DB2 Universal JDBC Driver Provider’.
Select the implementation type: Connection pool DataSource.
Click Next.

Click Apply.

Save changes to master configuration.

3. Create Initial JDBC DataSource as follows:

Click on Resources > JDBC Providers.
Click on the appropriate provider ‘DB2 Universal JDBC Driver Provider’
Click DataSources under Additional Properties.

Click New.

Enter the name for the DataSource {pe datasource}. Suggested name: Bp8ProcessDS.

Record this name on your worksheet as {pe datasource}.

Enter JNDI name: {pe datasource}.

NOTE The DataSource name and the DataSource JNDI name must be the same.
Enter Description: {pe datasource}.

Enter Database name: {pe database}.

Enter Server name: {pe data server}.

Click Apply.

Save changes to master configuration.

4. Create Authentication Entry as follows:

Click on Resources > JDBC Providers.

Click on the provider ‘DB2 Universal JDBC Driver Provider’
Click DataSources under Additional Properties.

Click {pe datasource}.

Click J2EE Connector Architecture (J2C) authentication data entries under Related
Items.

Click New.
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g. Enter Alias name {pe authentication name}. Suggested name: Bp8ProcessAlias. Record

this name on your worksheet as {pe authentication name}.
h. Enter User ID: {pe user}.
i. Enter Password: {pe password}.
j-  Click Apply.
k. Save changes to master configuration.
5. Set JDBC DataSource Authentication as follows:
a. Click on Resources > JDBC Providers.
b. Click on the provider ‘DB2 Universal JDBC Driver Provider’
c. Click DataSources under Additional Properties.
d. Click {pe datasource}.
e. Select Component-managed authentication alias: {pe authentication name}.
f.  Click Apply.
g. Save changes to master configuration.
6. Test the connection as follows:
a. Click on Resources > JDBC Providers.
b. Click on the provider ‘DB2 Universal JDBC Driver Provider’
Click DataSources under Additional Properties.
d. Select the Checkbox for {pe datasource}.
e. Click Test Connection.

A success message should be displayed.

JBOSS/SQL Server
1. Create DataSource entry:

In the JBOSS directories,

copy msSQL-ds.xml

from ...\docs\examples\jca

to ...\server\default\deploy (if it does not already exist).

In the ...\server\default\deploy\msSQL-ds.xml file,
add the following under <datasources>.
Replace worksheet items appropriately.

For example, replace {pe datasource} with Bp8MetadataDS.
<dat asour ces>
<l ocal -t x- dat asour ce>
<j ndi - name>{ pe dat asour ce}</j ndi - nane>

<connection-url >

JDBC: jtds: SQLserver://{pe data server}:1433; Dat abaseNane={pe

dat abase}
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</ connection-url >
<driver-cl ass>net.sourceforge.jtds.JDBC. Driver</driver-cl ass>
<user - name>{ pe user }</user - nanme>
<passwor d>{ pe passwor d} </ passwor d>
<met adat a>
<t ype- mappi ng>M5 SQLSERVER2000</t ype- mappi ng>
</ met adat a>
</l ocal -t x- dat asour ce>
</ dat asour ces>
2. Place driver in lib directory

a. Download jtds-1.0.2.jar from SourceForge.net (http://sourceforge.net).

b. Place the jar file in ...\server\default\lib.

JBOSS/Oracle

1. Create DataSource entry:

In the JBOSS directories,

copy oracle-ds.xml

from ..\docs\examples\jca

to ...\server\default\deploy (if it does not already exist).

In the ...\server\default\deploy\oracle-ds.xml file, add the information below under
<datasources>. Replace worksheet items appropriately. For example, replace {pe datasource}
with Bp8MetadataDS.

<dat asour ces>
<l ocal -t x- dat asour ce>
<j ndi - nanme>{ pe dat asource}</j ndi - nane>
<connection-url >
JDBC. oracle:thin: @pe data server}: 1521: {pe dat abase}
</ connection-url >
<driver-cl ass>oracl e. JDBC. dri ver. Oracl eDriver</driver-class>
<user - name>{ pe user}</user-nanme>
<passwor d>{ pe passwor d} </ passwor d>
</l ocal -t x- dat asour ce>
</ dat asour ces>
2. Place driver in lib directory.
a. Download JDBC14.jar from Oracle.

b. Place the jar file in ...\server\default\lib.

Oracle Application Server/SQL Server
1. Click the OC4J Instance you previously created.

2. Click Administration tab.
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6.

Click Data Sources.

Click Create button.

Enter the following information for PE DataSource:

a.
b.

C.

—h

g.
h

Name: Enter the name of the {pe datasource}: for example, Bp8ProcessDS
Data Source Class: com.evermind.sql.DriverManagerDataSource

JDBCURL:jdbc:datadirect:sqlserver://<database-ServerName>:<database-
port>;DatabaseName=<databaseName>

JDBC Driver: com.ddtek.jdbc.sqlserver.SQLServerDriver

Username: {pe user}

Under option Use Cleartext Password, Select Password: Password {pe password}.
Location: {pe datasource}: for example, Bp8ProcessDS

Transactional(XA) Location: {pe datasource}: for example, Bp8ProcessDS

EJB Location: {pe datasource}: for example, Bp8ProcdessDS

Click Apply to create the data source.

Oracle Application Server/Oracle

1.

2
3
4,
5

Click the OC4J Instance you previously created.

Click Administration tab.

Click Data Sources.

Click Create button.

Enter the following information for PE DataSource:

a.

—h

g.
h

Name: Enter the name of the {pe datasource}: for example, Bp8ProcessDS
Data Source Class: com.evermind.sql.DriverManagerDataSource

JDBC URL: jdbc:oracle:thin:@//<database-Servername>:<database-port>/<PE database
SID>

JDBC Driver: oracle.jdbc.driver.OracleDriver

Username: {pe user}

Under option Use Cleartext Password, Select Password: Password {pe password}.
Location: {pe datasource}: for example, Bp8ProcessDS

Transactional(XA) Location: {pe datasource}: for example, Bp8ProcessDS

EJB Location: {pe datasource}: for example, Bp8ProcdessDS

6. Click Apply to create the data source.
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Update Process Engine Database Views

SQL Server

No action required.

Oracle

Currently there is a case sensitivity issue with Oracle database views in P8 3.5: Database views need
to be manually adjusted after modifying workflow queue definitions.

1. Find views.

In Oracle Enterprise Manager:

Find {PE Database} > Schema > F_SW > Views.

Find the views for all queues in the isolated region in question. These views have names that
adhere to the following naming convention: “VWVQ" + <IsolatedRegionNumber> +“ " +
<QueueName>. NOTE It is not necessary to update the other views for logs or rosters, and so
on. Only the queues used by the BPF Web Application need to be updated.

2. Create SQL statements. For each view do the following:
a. Right-click: Show Object DDL.
b. Ctrl+A, Ctrl+C: Put DDL contents in Notepad (for each view).
c. Put a semi-colon after each DDL statement.
3. Execute SQL statements as follows:
a. Replace double-quotes (") with nothing for all SQL statements.

b. Execute statements in Oracle SQL Worksheet.

DB2

The BPF Web Application does not require double quotes in Process Engine Database Views.
Database Views need to be manually adjusted after modifying workflow queue definitions. For
example, the following view script should be modified to remove double quotes.

Original SQL Script:

CREATE VIEW VWVQ1_Inbox AS SELECT F_WobNum, F_WorkSpaceld, F_Locked,
F_LockMachine, F_LockUser, F_LockTime, F_LastUser, F_BoundUser,
F_BoundMachine, F_Tag, F_Uniqueld, F_Operationld, F_WorkClassld,
F_EnqueueTime, F_CreateTime, F_InstrSheetld, F_WorkOrderld,

F_TimeOut "F_TimeOut", F_Subject "F_Subject", F_Overdue "F_Overdue",
F_StepName "F_StepName", Bp8CaselD "Bp8CaselD", F_UF006 "Priority",

F_UFO007 "DocumentType", F_UFO008 "ReceivedDate", F_UF009 "Rejected",
F_UF010 "SendToHost", F_UF011 "Expired", F_UF012 "Bp8CaseType",

F_UF013 "AccountNumber"”, F_UF014 "CompanyName" FROM F_SW.VWQueuel 115
WHERE F_Locked < 2 AND F_QueueWPClassld = 1
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Modified SQL Script:

CREATE VIEW VWVQ1_Inbox AS SELECT F_WobNum, F_WorkSpaceld, F_Locked,
F_LockMachine, F_LockUser, F_LockTime, F_LastUser, F_BoundUser,
F_BoundMachine, F_Tag, F_Uniqueld, F_Operationld, F_WorkClassld,
F_EnqueueTime, F_CreateTime, F_InstrSheetld, F_WorkOrderld,

F_TimeOut F_TimeOut, F_Subject F_Subject, F_Overdue F_Overdue,
F_StepName F_StepName, Bp8CaselD Bp8CaselD, F_UF006 Priority,

F_UFO007 DocumentType, F_UF008 ReceivedDate, F_UF009 Rejected,

F_UF010 SendToHost, F_UF011 Expired, F_UF012 Bp8CaseType,

F_UF013 AccountNumber, F_UF014 CompanyName FROM F_SW.VWQueuel 115
WHERE F_Locked < 2 AND F_QueueWPClassld =1
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Install and Configure BPF Explorer and Metastore

Install BPF Explorer
Execute {staging folderpadmin\filenet BPF_explorer_setup.exe to run the setup.
NOTES

e The setup assumes BPF Explorer is to access only one metastore. Instructions for
configuring BPF Explorer for multiple metastores are provided in the next step.

e BPF versions are numbered in this format: {major}.{minor}.{build number}. For example:
3.5.1. The version number shown by Windows for the various BPF Explorer binaries (such as
Bp8Explorer.dll) have an extra zero in it; for example: 3.5.0.2. The correct version number is
shown in the Product Name property.

o If BPF Explorer is installed on a desktop with no CE client libraries, CE integration is
disabled. The CE client libraries are installed automatically with FileNet Enterprise Manager.
But it is also possible to install just the CE client libraries without installing FileNet Enterprise
Manager. Consult your installation documentation for CE for more details.
For both Microsoft SQL Server and Oracle

When the BPF Explorer setup program is run, the following InstallShield wizard screens is displayed:

InstaliShield Wizard _

wan BPF Ewplorer Setup iz preparing the [nstallShield® YWizard, which
. will guide you through the rest of the setup process. Pleaze wait,

AENEERNNERNRENENRNREERER Cancel |

InstaliShield Wizard x|

Welcome to setup of FileNet P8 Business
Process Framework Explorer

The Inztalls higld® wizard will inztall Filek et P8 Buziness
Process Framework, Explarer on your computer. To
continue, click Mext,

< Back

Cancel |
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The default location for the BPF Explorer files is shown in the following screenshot. Although this is

the suggested location, you can override it.

InstaliShield Wizard

Choose Destination Location
Select folder where Setup will install files.

|

Pleaze provide a location far the BRF Explorer filez

C:%Frogram FileshFileM et Buziness Framewark \BFFExplore

[ratallEheld

< Back | Mest » I

Cancel |

Select the appropriate database type:

InstaliShield Wizard

Setup Type
Choose the setup lwpe that best zuitz your needs.

Fleaze select a databaze type

¥ SO Server
" Oracle

|retallEhield

¢ Back | Mest » I

Cancel
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If Microsoft SQL Server is selected
Enter the following variables from your worksheet into the following InstallShield screen:
e SQLServer: {meta data server}

e Database: {meta database}

InstallShield Wizard x|

Welcome to BPF Explorer Setup ?

Pleaze provide the names of the SAL Server and the Databaze for pour Metastore. These are
required entriez.

SHLServer I

Databaze: |BpBMetastDre

|mstalShield

< Back | Mewst » I Cancel

F' }! Reqiztering components, pleaze wai. ..

x

i) Mew ODBC DSM has been created on your computer,

Marme:BpeMetastore
Server: hgdemo
Databaze: BpEMetastore

© Copyright IBM Corp. 2006, 2009




IBM FileNet Business Process Framework Installation Guide
Install and Configure BPF Explorer and Metastore

If Oracle is selected

Enter the TNS name for the {meta database}. The TNS name should be created and tested before
the BPF Explorer install.

InstaliShield Wizard x|

Welcome to BPF Explorer Setup

Pleaze provide the Oracle THS connection name for wour Metastore. Thiz iz a required entry,
take zure thizs THS name iz confiqured and walid prior ta completing this step.

THS name ||

[mstall5held

< Back | M et » I Cancel

F' }! Reqgistering components, please wait...

[EE— x

= Mew ODBC DSM has been created on your computer,
\1‘) Marme:BpeMetastore

Server: BPFdata_PSD1PEDE

Databasze: BPFdata_PSD1PEDE
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Completing the BPF Explorer Installation

The following screen is displayed when the installation is complete:

Instalishield Wizard

InztallShield Wizard Complete

Setup haz finished instaling FileMet P8 Business Process
Framewark, Ewxplarer an your campter.

2]
|:||
()
o

| Finizh I Caticel

Create BPF Metastore

Create BPF Metastore database as follows:

Microsoft SQL Server

1.

n

If the meta database name {meta database} is different than the default value 'Bp8Metastore',
perform the following steps to edit the Stepl script to reflect your meta database name.
Otherwise skip this step.

a. Open the following file in the editor of your choice:

{staging folder\SQL\Step1.msSQL.Bp8.Metabase.1.0.SQL
b. Search for ‘Bp8Metastore’ text and replace with your meta database name {meta database}.
c. Save thefile.

NOTE Execute Step 1 only when you are performing a new installation of the BPF Application.
This step can be skipped if you are upgrading the BPF application.

If Microsoft SQL Server is installed on a drive other than C: or in a path other than
C:\Program Files\Microsoft SQL Server
errors occur in the CREATE DATABASE statement in Step1.msSQL.Bp8.Metabase.1.0.SQL

and you must perform the following steps to edit the Stepl script to reflect the true path of your
actual Microsoft SQL Server install directory. Otherwise skip this step.
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a.

C.

Open the following file in the editor of your choice:
{staging folder\SQL\Step1.msSQL.Bp8.Metabase.1.0.SQL

Search for the following SQL statement text and replace the sections in bold with the correct
path for the install directory of Microsoft SQL Server on your machine.

CREATE DATABASE [Bp8Metastore] ON (NAME = N'Bp8Metastore_dat', FILENAME =
N'c:\Program Files\Microsoft SQL Server\MSSQL\data\Bp8Metastore.mdf', SIZE =5,
FILEGROWTH = 10%) LOG ON (NAME = N'Bp8Metastore_log', FILENAME = N'c:\Program
Files\Microsoft SQL Server\MSSQL\data\Bp8Metastore.ldf' , SIZE = 5, FILEGROWTH =
10%)

Save the file.

3. Open SQL Query Analyzer:
Start menu > Programs > Microsoft SQL Server > Query Analyzer.

4. Logon using the {meta admin user} and {meta admin password}.

a.

a.

Select Master Database from the combo box on tool bar.
Select File / Open... {staging folder\SQL\Step1.msSQL.Bp8.Metabase.1.0.SQL

5. Select Query > Execute.

Oracle

1. Verify the following prerequisites before starting the installation process:

Oracle database exists (can be created using the Oracle Database Configuration Assistant).

Oracle listener for database exists (can be created using the Oracle Net Configuration
Assistant).

Net Service Name for database exists (can be created using the Oracle Net Configuration
Assistant).

Able to logon to database and run scripts (by using Oracle SQL Plus Worksheet).

2. Determine from the customer DBA if it is preferable to use a supplied BPF script (called Step0) to
create a new tablespace and the necessary BPF users, or if they would prefer to install into an
existing database configuration. To execute the Step0 script, follow the sub-steps below,
otherwise skip this step.

a.

Locate the StepO Script:
{staging folder}\SQL\Step0.oracle.Bp8.Metabase.1.0.SQL.

Modify the StepO Script for the customer’s environment. In particular, the following might
need to be modified: Data file location. (Should point to the appropriate database directory.)

NOTE By default the user logon Bp8 (with password Bp8) is created with read/write access
to the BPF Metastore. Record the appropriate information on your worksheet as {meta user}
and {meta password}.

By default the BPF_DATA tablespace is created. Record the appropriate name as the {meta
database} on your worksheet.

3. Grant the appropriate privileges to the {meta admin user}. See the “Database Administrative
User” on the Prerequisite worksheet.
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4. Execute the following scripts using {meta admin user}:
o {staging folder}\SQL\StepO0.oracle.Bp8.Metabase.1.0.SQL
o {staging folder}\SQL\Stepl.oracle.Bp8.Metabase.1.0.SQL

The scripts should execute without errors. If there are errors you might need to review the script for
incorrect references.

NOTE Execute Step 0 and Step 1 only when you are installing new BPF Application. These steps
could be skipped if you are upgrading BPF application.

DB2
Not supported for BPF Meta database.

Load BPF Metastore

Load data into the BPF Metastore database as follows:

Microsoft SQL Server
1. Open the following: Start menu > Programs > Microsoft SQL Server > Query Analyzer.
a. Logon using the {meta admin user}.
b. Execute Step2 and Step3 scripts.
i. Selectthe {meta database} if not already selected (in combo box on tool bar).
ii. SelectFile... Open... {staging folder\SQL\Step2.msSQL.Bp8.Metabase.1.0.SQL
iii. Select Query... Execute.
iv. Select File... Open ... {staging folder\SQL\Step3.msSQL.Bp8.Metabase.1.0.SQL
c. Select Query... Execute.
2. Assign Password

The scripts create user Bp8 with a Bp8 password. Record this name on your worksheet as {meta
user} and {meta password}.

You can assign a new password in this manner:

3. Open Enterprise Manager: Start menu > Programs > Microsoft SQL Server > SQL Server
Enterprise Manager.

Right click on SQL Server Group > Security > Logins > bp8.
Select Properties.
Determine the {meta password} and record on your worksheet.

Enter password: {meta password}.

© N o g &

Click Ok and confirm the new password.
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Oracle

1. Connect as {meta user}.

2. Execute the following scripts:
e {staging folder\SQL\Step2.oracle.Bp8.Metabase.1.0.SQL
e {staging folder\SQL\Step3.oracle.Bp8.Metabase.1.0.SQL

DB2
Not supported for BPF Meta database.

Import Metastore Manifest

1. Determine which manifest to use:

Base {staging folder}\misc\base\config\BPF_base.xml

Case Management Use {staging folder}\misc\solutions\case_management\config\
Sample Configuration BPF_cm.xml

Custom Use your own custom manifest xml file.

Log into BPF Explorer.

Select Export and Import Management.

Right-click for context menu: All Tasks > Import XML Manifest.
Click Yes: Confirm loss of current configuration.

Select your manifest.

Click No: User information is not to be preserved.

© N o o~ w0

If you are importing a manifest from a BPF system where the Workflow User ID values in PE are
different from those in the environment where the BPF system was created, you should update
the WF_USER_ID column in the USERS table in the Metastore by setting all rows to NULL. In
this way, BPF automatically interrogates PE for the correct values for these users in your
environment. Otherwise, BPF assumes that existing values are correct, causing problems in the
Web Application whereby a user who has opened a Case receives warnings that the Case is
locked by another user even though this is not actually the case. To reset the WF_USER_ID
column, execute the following SQL statement against the Metastore:

update users set wf_user _id=null

If you are importing a manifest that was created in the same environment (a backup, for
example), then you can skip this step, as the Workflow User ID values in PE should still be the
same.

Edit Metastore Settings

1. Start the application by clicking Start Menu > Programs > FileNet Business Process
Framework > BPF Explorer

2. Login using {meta user} and {meta password}.
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3. Edit the following settings:

Setting

Value

Application Settings > System-
wide Settings > Process Engine
Router URL

{pe router url}

NOTE The router name is case sensitive.

Application Settings > System-
wide Settings > Content Engine
Object Store Name

{os display name}

Application Settings > Web
Application > Workplace
Integration Servlet URL

{workplace url}

Language references:

*| http://[p8demo30:7001/Workplace/
This example indicates that the URL
http://p8demo30:7001/Workplace/

is to be used for all languages. Different URLs can be
specified for particular languages; for example:

{en-us|http://[p8demo30:7001/WorkplaceEn/}
{ru| http://[p8demo30:7001/WorkplaceRu/}

The language designations are the industry-standard
designations used in web browsers.

Workflow Configuration >
Queues

Change the object names for queues listed in this section
to correspond to the isolated region in use (as determined
by the router specified in the Application Settings > System-
wide Settings > Processing Engine Router URL).

For example, if 26 is the isolated region, the object name
for the Case Management queue would be
“f sw.VWVQ26_CaseManagement.”

Change or view a queue’s object name by right clicking on
the queue in question and selecting Properties.

Workflow Configuration >
Queue Filters

(for Process Engine
implementations using SQL
Server only)

Verify that the “NOLOCK” option is utilized in all queue filter
SQL queries.

For example: SELECT COUNT(User| D) FROM Users
W TH (NOLOCK) WHERE Usernanme LIKE 'smith'.

This option is necessary to reduce or eliminate deadlock
contention.

Change or view a queue filter's SQL query by right clicking
on the queue filter in question and selecting Properties.

Workflow Configuration >
Queue Filters

(for Process Engine
implementations using Oracle
only and DB2)

Verify that the “NOLOCK?” option is not utilized in all queue
filter SQL queries. This syntax is not valid for Oracle.

Change or view a queue filter's SQL query by right clicking
on the queue filter in question and selecting Properties.
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Setting

Value

Miscellaneous > Inbasket
Filters > Company Name

(for Oracle implementations using
the Case Management Sample
Application manifest only)

Change the Company Name regular template to be:
UPPER(CompanyName) LIKE UPPER(' %PARAM1%)

Change or view the Company Name regular template by
right-clicking on Company Name, selecting Properties, and
clicking on Expression within the Regular area.

Miscellaneous > Inbasket

Change the Account Number regular template to be:

Filters > Account Number UPPER(AccountNumber) LIKE UPPER('%PARAM1%')
Change or view the Account Number regular template by
right-clicking on Account Number, selecting Properties, and
clicking on Expression within the Regular area.

(for Oracle implementations using
the Case Management Sample
Application manifest only)

Define Metastore Roles

Define roles within BPF Explorer.

Click on User and Access Information > Roles.

These roles correspond to LDAP groups or Workplace access roles depending on Metastore settings.

Further linking information is provided on the role properties screen in BPF Explorer.

Configure BPF Explorer For Multiple Metastores
This step can be skipped if BPF Explorer is to access only one BPF Metastore.

By default BPF Explorer accesses the metastore specified during the BPF Explorer installation. If
configured for multiple metastores in the manner specified below, BPF Explorer presents a dropdown
menu of metastores to the user as part of the BPF Explorer logon.

Find the Windows registry information that controls metastore access:
1. Open the registry editor: Start menu > Run. Enter regedit. Press OK.

2. Find the following key: My Computer\HKEY_LOCAL_MACHINE\SOFTWARE\FileNet Business
Process Framework. Under this key there should be a Common key.

For each metastore do the following:

a. Create an ODBC connection for the metastore: Start menu > Programs > Administrative
Tools > DataSources (ODBC).

b. Selectthe System DSN tab.
c. Select Add.

NOTE An ODBC connection already exists for the metastore specified during BPF Explorer
setup.

d. Inthe registry editor export the common metastore settings:
e. Click on Common.

f. Select Registry > Export Registry File.
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3. Change the following in the exported registry file:

Key name. For example, change HKEY_LOCAL_MACHINE\SOFTWARE\FileNet Business
Process Framework\Common to HKEY_LOCAL_MACHINE\SOFTWARE\FileNet
Business Process Framework\Metastorel. The key name determines the name of the
metastore as shown to the user in the logon dropdown menu. In the above example
“Metastorel” would appear as one of the metastore choices.

DATABASE_CONNECTION_STRING. Change the DSN to reference your ODBC DSN.
NOTE This value is used by the WFImport.exe utility. It requires that both UID and PWD be
present as the WFImport.exe utility has no ability to ask for this information as user input at
runtime. We do not regard this as a security risk, however, since WFImport.exe is a tool that
is typically used only during the development phase of a project. The WFImport.exe should
use ODBC on both Oracle and MSSQL configurations. That is the only supported
connectivity type for this utility.

BP8 EXPLORER_DATABASE_CONNECTION_STRING. Change the DSN to reference
your ODBC DSN. NOTE This value should be configured to use ODBC on Microsoft SQL
Server and OLEDB on Oracle. Issues have been known to occur with Oracle ODBC drivers
and it has been determined that, on Oracle platforms, OLEDB should be used for
BP8_EXPLORER_DATABASE_CONNECTION_STRING and ODBC for
DATABASE_CONNECTION_STRING.

4. Import the edited registry file: Registry > Import Registry File.

NOTE Do not delete HKEY_LOCAL_MACHINE\SOFTWARE\FileNet Business Process
Framework\Common.
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Install and Configure the BPF Web Application

Running the BPF Web Application Installer (GUI)

Before running the BPF Web Application Installer program, Content Engine, Process Engine, and
Application Engine should all be running and operational. The following steps launch InstallShield
Wizard used to install the BPF Web Application. This user interface prompts for the site-specific
information needed to install the BPF Web Application. Refer to your completed BPF Prerequisite
Worksheet for the information needed.

The steps for installation are:
1. Start the BPF Setup wizard:
e AIX - Navigate to /{staging folder}/setup/ and execute AlXfilenet BPF_setup.bin.

e HP-UX - Insert and mount the BPF CD. Navigate t o /<staging folder>/setup/ and execute
HPUXfilenet_BPF_setup.bin.

e Solaris - Insert and mount the BPF CD. Navigate to /<staging folder>/setup/ and execute
SOLARISfilenet_BPF_setup.bin.

e Windows - Insert the BPF CD. Navigate to \<staging folder>\setup\ and execute
WINDOWSfilenet_ BPF_setup.exe.

Respond to the setup wizard prompts.

<= FiLENET

Welcome to the InstallShield Wizard for FileNet P8
Business Process Framework

The InstallShield Wizard will install FileMet P8 Business Process Framework on
YOur computer.
To continue, choose Mext.

FileMet P8 Business Process Framework
FileNet
http:iwww.filenet.com

InstallShish]

Figure 1--Welcome Screen
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2. Click Next.
The License Agreement screen appears.

<= FiLENET

FileNet Notice to End User - A Software License is Required Prior to Use.

BEFORE COMPLETING INSTALLATION OR USING THIS SOFTWARE,
CAREFULLY READ THIS NOTICE.

THIS SOFTWARE IS THE PROPRIETARY INTELLECTUAL PROPERTY OF
FILENET CORPORATION (OR ITS SOFTWARE SUPPLIERS) AND USE OF ANY
PORTION OF THE SOFTWARE IS ONLY PERMITTED IF YOU HAVE A VALID
WRITTEN LICENSE AGREEMENT WATH FILENET.

You may have a valid FileNet software license agreement if:

¥ | have avalid license agreement:

™ 1do not have a valid license agreement

InstallShish]

Figure 2--License Agreement Screen

3. Review and accept the FileNet End User Software License Agreement, and click Next.
The Custom Vs Typical Installation screen appears.

i
== FiLENET

Choose the installation type that best suits your needs.

" Typical
-" The program will be installed with the suggested configuration.
Recommended for most users.
@ Custom
_:." The program will be installed with the features yvou choose.
Recommended for advanced users.,

InziallEhizil

Figure 3--Custom Vs Typical Installation Screen
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4. Choose either a typical or custom installation based on what best suits the needs of the
environment being installed.
Typical

When using the Typical option, the system assumes that the following items are to be
automatically installed.

e BPF Web Application
e BPF Operations - Component Manager Component
e Case Management Sample Application

NOTE When performing a new installation on a development system, the Typical option
should be used as there is not yet a custom application to install or deploy, and the Case
Management Sample application is used to test that BPF is fully functional.

Custom

The Custom option allows the installer to individually select the components that should be
installed. This is helpful when you need to:

e Re-install a specific component that failed

o Perform a BPF version upgrade (and perverse existing configuration), see the Upgrade
section of this document for more information.

e Perform an installation with custom configuration files.
5. Select the installation type, and click Next.

If you selected a Custom Installation the following screen appears:

<= FILENET

Select the features for "FileNet P8 Business Process Framework™ you would like
0 install:

S04 BEPF Weh Application

+| BPF Operations - Component Manager Component

- | Case Management Sample Configuration
“-[" User-defined Configuration

Inestal]l Shiehl

Figure 4—Custom Installation Feature Selection Screen
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There are four check boxes on this screen. Three boxes are already checked. These three
options are equivalent to performing the ‘Typical’ option. You can choose any combination of
boxes to customize your installation. When you click next, you are presented with options related
to the boxes that are checked.

BPF Web Application

If selected, the BPF Web Application is installed. The BPF Web Application is a user interface that
provides access to work by users. The BPF Web Application's user interface is highly configurable
and is generated dynamically based on a user's role. Depending upon install choice made in
subsequent installer screens, you get WAR file or EAR file or exploded folder format under install
location.

BPF Operations — Component Manager Component

If selected, the BPF Operations Java Adapter for P8 Component Integrator is installed. BPF
Operations is a P8 Component Integrator component that allows manipulating BPF Case object from
a workflow component step.

Case Management Sample Configuration

If selected, the BPF Case Management same configuration files are copied to the BPF system being
installed. This includes the Case Management Sample Application Content Engine Manifest, the PEP
files, the Isolated Region Manifest.

NOTE You are changing the configuration associated with the BPF environment and could potentially
be overriding an existing configuration.
User-defined Configuration

If selected, you are prompted to supply site-specific configuration files as well as a location for custom
code files to be copied into the BPF environment.

NOTE You are changing the configuration associated with the BPF environment and could potentially
be overriding an existing configuration.

See following three screenshots for User—defined configuration choices. If User-defined Configuration
is not selected, you can skip to Step 7, the Directory Name screen.
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<= FILENET

User Defined Configuration

CE Manifest Import xmil file

CQueue Config =ml file

Browse

Browse |

Workflow Definition PEP or XML File

Browse

Cancel

InsrallShieh]

Figure 5—User Defined Configuration Screen

6. Enter path information to the Custom CE Manifest Import XML file, the Custom Queue Config
XML file, and the Custom Workflow Definition PEP Or XML File.

NOTE This screen appears only if you selected User-defined Configuration.
7. Once all fields are populated, Click Next.

The custom code screen appears.

<= FiLENET

User-defined Configuration allows adding custom code. Copy all
customizations to a folder replicating BPF Web Application folder
structure. Installer will copy the content of this folder and overlay the
BPF Web Application folder. Any modules, including JSP, JAR, or XML
files specified in this folder will be bundied as part of BPF WAREAR.

Custom Code Folder

Browse |

Install Shial]

Cancel

Figure 6—Custom Code Folder Screen
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This entry allows you to identify custom code that you wish to deploy with BPF. It requires that
you have already created a folder that contains the custom code, and that your custom code
folder structure exactly replicates the BPF Web Application folder structure. If you do not have
any custom code to install you can leave this field empty.

During the installation the contents of the custom code folder overlays the BPF Web Application
folder, and this is why it is mandatory that they have the same folder structure. Any modules,
including JSP, JAR, or XML files specified in the “Custom Code” folder is bundled as part of BPF
WAR/EAR.

NOTE This screen appears with Typical Installation Feature. With Custom Installation Feature
Selection this screen will appear only if BPF Web Application feature is checked.

8. Enter the path to custom code folder, if applicable. Click Next to continue.

The Directory Name screen will appear.

<= FILENET

Click Hext to install "FileMet P8 Business Process Framework™ to this
directory, or click Browse to install to a different directory.

Directory Name:
[:Program Files FileNetBPF

Browse |

InstallShish]

Figure 7—Directory Name Screen

9. You can enter or browse to the location where you want to install the BPF software or accept the
following default locations:

e UNIX - Jopt/FileNet/BPF
e Windows - C:\Program Files\FileNet\BPF
10. Click Next.

The Select target Web Application Server Type screen will appear.
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<= FILENET

Select target Weh Application Server type:
= WehSphere Application Server
" WebLogic Application Server

" Oracle Application Server
" JBoss Application Server

Select Web Application format:

' Deploy BPF as WAR file

" Deploy BPF as EAR file

("~ Deploy BPF as folder

InsrallShieh]

Figure 8—Select target Web Application Server Type Screen

11.

Based on the Web Application Server type selected, the following deployment options will be
provided. Not all deployment options are available for all Web Application Server Types.
Depending on the Web Application Server Type selected, some of the deployment options will be
disabled.

NOTE This screen will only appear if you checked BPF Web Application feature from Custom
Installation Feature Selection Screen.

The following combinations are valid:

o Deploy BPF as WAR file (available for WebSphere, Oracle Application Server, or JBOSS)
o Deploy BPF as EAR file (available for WebSphere only)

e Deploy BPF as folder (available for WebLogic, or JBOSS)

Check the radio buttons that match your deployment preference, and click Next.

The Web Application Server Identification screen will appear.

NOTE This screen will appear with Typical Installation Feature. With Custom Installation
Feature Selection this screen will appear only if BPF Web Application feature is checked.
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<= FiLENET

Weh Application Server Hame

Weh Application Server Port Humber

InstallShish]

Figure 9—Web Application Server Identification screen

12. Enter the Web Application Server Host Name {web application server} and the Web Application
Server Port Number {web port}, and click Next.

The Web Application Name screen will appear.

<= FILENET

Weh Application Name

et

InstallShish]

Figure 10—Web Application Name Screen
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13. Enter the Web Application Name. This becomes the file name for the deployment file or folder
created by the Installer (example bpf.war). Click Next to continue.

The DataSource Information screen will appear.

<= FiLENET

Please specify Process Engine JDBC DataSource and BPF Metastore
DataSource names. These data sources have to be created and tested
prior to proceeding to the next screen. BPF Installer does not perform data
source name validation.

Process Engine DataSource Name

BPF Metastore DataSource Hame

InztallEhzl

Cancel

Figure 11—DataSource Information Screen

In this step, the DataSources have to be created and tested prior to proceeding to next screen.
These should have been previously created and tested in the Environment Configuration section.
BPF Installer will not perform DataSource name validation.

NOTE This screen will appear with Typical Installation Feature. With Custom Installation
Feature Selection this screen will appear only if BPF Web Application feature is checked.

14. Provide the Process Engine JDBC DataSource name {pe datasource} and the BPF Metastore
DataSource name {meta datasource}, and then click Next.

The Administrator Logon and Password Information screen will appear.

© Copyright IBM Corp. 2006, 2009 65




IBM FileNet Business Process Framework Installation Guide
Install and Configure the BPF Web Application

<= FiLENET

Please specify administrative user logon and password. This
information will he used during installation time to import BPF
related configuration to Process and Content Engine

User Hame

Password

InstallShish]

Figure 12—Administrator Logon and Password Information screen

The LDAP server logon and password, {ce admin user} and {ce admin password}, should be
entered here. They will be used to login to Content Engine and Process Engine in order to import
manifest and transfer work flow definition to Process Engine.

15. Provide the required information and click Next.
The Content Engine Java API Configuration screen will appear.

<= FiLENET

Content Engine Java APl Configuration

Content Engine Server Name

Content Engine Apache HTTP Port Number

|soos
Content Engine Object Store Symbolic Hame

InstallShish]

Figure 13—Content Engine Java API Configuration screen
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The Content Engine information you provide here will be used to update the
“WemApiConfig.properties” file in BPF Web Application.

16. Provide the requested information, and click Next.
The Workplace Location screen will appear.

NOTE This screen will appear with Typical Installation Feature. With Custom Installation
Feature Selection this screen will appear only if BPF Web Application feature is checked.

i
<= FILENET

BPF Installer will perform modifications to Workplace configuration files in
order to enable integration. Please specify Workplace location.

Select Directory

C'Program Files'FileMetWorkplace

Browse |

* Workplace deployed as HTTP application

" Workplace deployed as HTTPS application {using SSL)

InrstalShieil

Cancel

Figure 14—Workplace Location Screen

17. Enter or select the Workplace folder directory, select either HTTP or HTTPS, and click Next.
The Router Location Screen will appear.

NOTE This screen will appear with Typical Installation Feature. With Custom Installation
Feature Selection this screen will appear only if BPF Web Application feature is checked.

© Copyright IBM Corp. 2006, 2009

67




IBM FileNet Business Process Framework Installation Guide
Install and Configure the BPF Web Application

<= FILENET

BPF Installer will perform modifications to Router configuration files in
order to enahle BPF Operations integration. Please specify Router
location.

Select Directory
C:Program Files FileNet/Router

Browse |

InrstalShieil

Cancel

Figure 15—Router Location Screen

18. Enter or select the Router Configuration directory, and click Next.
The Application Engine User Security Screen will appear.

NOTE This screen will appear with Typical Installation Feature. With Custom Installation
Feature Selection this screen will appear only if BPF Operations feature is checked.

}FiIeNet P& Business Process Framework - InstallShield Wizard

== FiLENET

Application Engine User Security

Select the encryption method for credentials passed
bhetween the Java APl and the Content Engine

Symmetric LI

Crypto key file path
|C:1Prugram Files FileNet\Authentication'CryptoKeyFile.properties

Browse |

InstalShieil

Cancel

Figure 16—Application Engine User Security Screen
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The Application Engine information you provide here will be used to update the
“WemApiConfig.properties” file in BPF Web Application.

19. Provide Application Engine user security information as follows:

NOTE Setting Clear encoding for Cr edent i al sProt ecti on/ User Token will result in
nuisance logins from AE/Workplace and should be avoided. For practical purposes, Symmetric
encoding should be used under all circumstances.

a. Select credentials protection, the encryption method to protect user logon credentials passed
between Application Server and the Content Engine:

o Clear encoding - encodes credentials using base 64 encoding.
0 Symmetric encryption - uses cryptography keys to encrypt and decrypt user credentials.

o BPF Installer program will update
"Credenti al sProtection/User Token=Symretric or C ear"entryinthe BPF
"WcmApiConfig.properties” file.

b. Enter the crypto key file path. This path should point to the same file as Workplace.
BPF Installer will update the entry in the "WcmApiConfig.properties” file.

20. Click Next.
The User Token Security screen will appear.

NOTE This screen will appear with Typical Installation Feature. With Custom Installation
Feature Selection this screen will appear only if BPF Web Application feature is checked.

)FileNet P8 Business Process Framework - InstallShield Wizard

<= FILENET

User Token Security

Select the encryption method for credentials passed
hetween the Java APl and the Content Engine

[ISymmetri[: LI

UT Crypto Key file path
IC:WPrugram Files'FileNet'Authentication'UT CryptoKeyFile.properties

Browse |

IrsialliETiehl

Figure 17—User Token Security Screen
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The Application Engine information you provide here will be used to update the
“WemApiConfig.properties” file in BPF Web Application.

21. Provide Application Engine user security information as follows:

a. Select credentials protection, the encryption method to protect user logon credentials passed
between Application Server and the Content Engine:

NOTE Setting Clear encoding for Cr edent i al sProt ecti on/ User Token will result in
nuisance logins from AE/Workplace and should be avoided. For practical purposes,
Symmetric encoding should be used under all circumstances.

o Clear encoding - encodes credentials using base 64 encoding.
0 Symmetric encryption - uses cryptography keys to encrypt and decrypt user credentials.

o BPF Installer program will update
"Credenti al sProtection/User Token=Symretric or C ear"entryinthe BPF
"WcmApiConfig.properties” file.

b. Enter the crypto key file path. This path should point to the same file as Workplace.
BPF Installer will update the entry in the "WcmApiConfig.properties” file.

22. Click Next.

The Application Engine Router Configuration Screen will appear.

)FiIeNet P8 Business Process Framework - Installshield Wizard

= FILENET

Application Engine Router Configuration

Application Engine Server Name

Ilucalhust

Application Engine Router Port Humhber

[32771

Application Engine Router Hame

Iuwruuter

InstallShisil

Cancel

Figure 158—Application Engine Router Configuration Screen

Information you provide here will be used to import the workflow definition and copy queue
definition to the Application Engine.

23. Enter the Application Engine Router information requested, and click Next.

The Documentation Server URL screen will appear.
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NOTE This screen will appear with Typical Installation Feature. With Custom Installation
Feature Selection this screen will appear only if BPF Web Application feature is checked.

i
<= FILENET

BPF Documentation Configuration

BPF Documentation Server URL (ex: http://<name>[:port]/bpf_help)

InrstalShieil

Cancel

Figure 169—Documentation Server URL Screen
NOTE In this step, your entry must be in the following format:
http://<docserver:port#>/<BPF_help>/
where:
docserver is the name of the Java web server.
port# is the port number.
BPF_help is the root folder of the documentation website.

24. Enter the Documentation Server URL, which is where the BPF Documentation is installed, then
click Next.

The Upload and Download Directory screen will appear.

NOTE This screen will appear with Typical Installation Feature. With Custom Installation
Feature Selection this screen will appear only if BPF Web Application feature is checked.

© Copyright IBM Corp. 2006, 2009

71




IBM FileNet Business Process Framework Installation Guide
Install and Configure the BPF Web Application

<= FILENET

By default, the location of upload/download directory is within the BPF
weh application directory. Click browse to specify a custom location
for the upload and download directory. Leave unchanged to use the
default location.

Upload Directory
C:'\Program Files'FileNet'BPFupload

Browse |

Download Directory
C:\Program Files'FileMet' BPF.download

Browse |

InsrallShieh]

Figure 20—Upload and Download Directory Screen

25. Configure the Upload and Download Directory configuration as follows:

a. Select the Upload Directory.

(The Upload Directory is the directory used by BPF Web Application to store temporary

copies of files uploaded to BPF. Leave the default option or browse for a directory to hold the

temporary upload files.)

b. Select the Download Directory.
(The Download Directory is the directory used by BPF Web Application to store temporary
copies of files downloaded from BPF. Leave the default option or browse for a directory to
hold the temporary download files.)
Click Next.

The Product Install Summary screen will appear.
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<= FILENET

Please read the summary information helow.

FileHet P8 Business Process Framework will be installed in the following
location:

C:\Program Files FileMet'\BPF
with the following features:

BPF Weh Application

BPF Operations - Component Manager Component
Case Management Sample Configuration
User-defined Configuration

for a total size:
191.9 MB

InstallShish]

BT T T

Figure 17—Product Install Summary Screen

26. Verify the target installation location and features to be installed and click Install to begin the
installation process. FileNet P8 Business Process Framework will be installed in the location
shown.

During BPF Web Application installation, the following progress bar will be displayed to indicate
installation progress. Wait until the installation process is complete.

5
<= FiLENET

Installing FileMet P8 Business Process Framework. Please wait...

(—

InstallShish]

Cancel

Figure 18—Installation Progress Screen
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The Product Install Completion screen will appear.

<= FiLENET

Please read the summary information below.

The InstallShield Wizard has successfully installed FileMet P8 Business Process
Framework. Choose Finish to exit the wizard.

InstallShish]

Figure 19—Product Install Completion Summary Screen (with no errors)

When the installation is complete, a summary screen is displayed which indicates the outcome of the
installation process. If all components were successfully installed without error, you will receive the
above message.

If some components of the installation failed to install, the summary message will reflect the specific
components that did not install. Refer to the following sections which describes these errors, the
potential reason they did not install, and how install them manually.

Select Finish to complete the installation.

Verify that all software has been installed by checking the install folders with the table below:

Folder/File Description
{root}
web/ Contains BPF Web Application EAR or

WAR or Exploded folder format files.
Web Application file format will depend
upon the choices made while installing
BPF Web Application.

bpfops/ BPF Operation Component package.

_uninstaller/ Uninstaller binary. Uninstaller binary will
be used to uninstall BPF Web
Application if required.

_jvm/ Do not delete this folder. Uninstaller
binary will use java run time program
from this folder to uninstall BPF Web
Application if required.
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Folder/File Description
BPFInstaller.log Installer log file.
BPFInstallerAnt.log Installer creates this file to log output of

Java Programs executed from installer
binary in order to import BPF specific
configuration to CE/PE.

logs/ This folder contains
‘bpf_donot_delete.jar’ file. This JAR file
contains temporary files used by
installer to execute various java
programs. Ignore it if install process was
successful.

Running the BPF Web Application Installer (Silent)

You can install and configure BPF silently.

Windows

1. Log on to a Windows machine as a user who is a member of the local Administrators group.
2. Insert the BPF installation CD in the CD drive.

3. Copy the file BPF_silent_input.txt from the BPF installation CD to a local directory.

4

Open BPF_silent_input.txt in the local directory with any text editor, edit it according to the
instructions in the file itself, and save your edits.

o

Open a DOS command-prompt window.
Change your current directory to the BPF installation CD directory.

7. Execute the following command, where E: is the drive assigned to the CD, and
<response_file_path> is the directory path to BPF_silent_input.txt:

E:\WINDOWSfilenet_bpf_setup.exe -options "<response_file_path>\BPF_silent_input.txt" -
silent

NOTE Although the command above spans more than one line, type it without carriage returns.
Check the file BPFInstaller.log, located in the <BPF install path> directory, to see if any errors
occurred during the installation.

UNIX

Perform the following instructions to modify the BPF silent-install response file and launch the silent
BPF install on a UNIX (AIX, HP-UX, or Solaris) machine.

1. Log on to a UNIX machine as a user with write access to the /bin directory and read, write, and
execute access to the directory where you plan to install.

2. Mount the BPF installation CD in the CD drive.
Copy the file BPF_silent_input.txt to a local directory.

4. Open BPF_silent_input.txt in the local directory with any text editor, edit it according to the
instructions in the file itself, and save your edits.
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5. Change your current directory to the BPF installation CD directory.
6. Execute the following command

<directory of CD media>/<platform>setup.bin -options
"<response_file_path>/BPF_silent_input.txt" -silent with these substitutions:

7. Check the file BPFInstaller.log, located in the <BPF install path>, to see if any errors occurred
during the installation.

8. Verify that all software has been installed by checking the install folders with the table below:

Folder/File Description
{root}
web/ Contains BPF Web Application EAR or

WAR or Exploded folder format files.
Web Application file format will depend
upon the choices made while installing
BPF Web Application.

bpfops/ BPF Operation Component package.

_uninstaller/ Uninstaller binary. Uninstaller binary will
be used to uninstall BPF Web
Application if required.

_jvm/ Do not delete this folder. Uninstaller
binary will use java run time program
from this folder to uninstall BPF Web
Application if required.

BPFInstaller.log Installer log file.

BPFInstallerAnt.log Installer creates this file to log output of
Java Programs executed from installer
binary in order to import BPF specific
configuration to CE/PE.

logs/ This folder contains
‘bpf_donot_delete.jar’ file. This JAR file
contains temporary files used by
installer to execute various java
programs. Ignore it if install process was
successful.
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Troubleshooting Errors Identified during Installation

GUI Mode

During the automatic installation process, there are connections to various system components to
import and configure data and parameters. If any errors occur during the installation process, (for
example if the CE server is not responding) the installer will continue to install other components and
will show error messages when the installation completes, as in the example below.

e
<= FILENET

Please read the summary information below.

Errors occurred during the installation.

# Non critical exception encountered while installing Base
Manifest to Content Engine Object Store. Please refer to
BPF Installation Guide to determine how to correct it
manually. Look at the log file C:\Program
Files'FileNet\ BPFBPFInstaller.log for details.

# Non critical exception encountered while installing Base
Workflow Queue Configuration. Please refer to BPF
Installation Guide to determine how to correct it manualhy.
Look at the log file C:'Program
Files'FileNet'BPFBPFInstaller.log for details.

# Non critical exception encountered while adding Case
Management WorkFlow Definition into Content Engine

FAlimnd Cdnen Mlnann enfne dn CIOE g o lladine S esinde b

InsrallShieh]

Figure 20—Product Install Completion Summary Screen (with Errors)

The following tables summarize the errors that can occur in the automated installation process. It
includes the general cause of the problem, and a pointer to the specific section, located under the
heading “Troubleshooting” in this document, which describe how to manually install the step that did
not install.

Silent Mode

Search for Error key word from “BPFInstaller.log” file. The following table summarizes the errors that
can occur in the Silent installation process. It includes the general cause of the problem, and a pointer
to the specific section, located under the heading “Troubleshooting” in this document, which describe
how to manually install the step that did not install.

Error In Base Manifest or Case Management Manifest

Error Message Problem Solution

Non-critical exception encountered The Content Engine Base Refer to Import Content
while installing Base Manifest to Manifest was not imported. Engine Base Objects.
Content Engine Object Store.
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Non-critical exception encountered
while installing Case Management

The Content Engine Case
Management Manifest was

Refer to Import Content
Engine Solution-Specific

Manifest to Content Engine Object not imported. Objects.
Store.

Error In Custom Objects Import In Content Engine

Error Message Possible Problem Solution

Non-critical exception encountered
while installing Custom Manifest to
Content Engine Object Store.

The custom CE manifest
import XML file was not
imported.

Use Enterprise Manager to
import it manually. Refer to
the FileNet P8 Platform
documentation for the import
procedure details.

Error In Base Or Solution Specific Workflow Object Creation

Error Message

Possible Problem

Solution

Non-critical exception encountered
while installing Base Workflow
Queue Configuration.

Certain base and solution specific
workflow objects were not created.

This might happen if the PE server
was not responding.

Create Base Workflow
Object manually.

Non-critical exception encountered
while installing Case Management
Workflow Queue Configuration.

This might happen if the PE server
was not responding.

Create Solution
Specific Workflow
Object manually.

Error In Custom Workflow Object Creation

Error Message

Possible Problem

Solution

Non-critical exception
encountered while installing
custom Workflow Queue

An error occurred during custom
workflow object creation
regarding the custom CE

Refer to the FileNet P8
Platform documentation to
create workflow object

Configuration. manifest import XML file. manually.
Error In Updating Solution Specific Process Map
Error Message Possible Problem Solution

Non-critical exception encountered
while installing Case Management
Workflow Transfer.

An error occurred while installing the
case management process map.

Refer to Update
Process Map.
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Error In Updating Custom Process Map

Error Message Possible Problem Solution
Non-critical exception An error occurred while Refer to the FileNet P8 Platform
encountered while installing installing the Custom documentation to create process
Custom Workflow Transfer. Workflow Transfer process map manually.

map.

Error In Updating Taskman Policy File

Error Message

Possible Problem

Solution

Non-critical exception encountered

The taskman policy file in router folder | Refer Edit Taskman

while updating application engine was not updated. Policy.
taskman policy file.

Error In Updating Taskman Login Configuration

Error Message Possible Problem Solution

Non-critical exception
encountered while updating

The taskman login configuration in router
folder in AE installation folder was not

Refer to Edit
Taskman Login

application engine taskman updated. Configuration.
login configuration.

Error In Updating vwtaskman.xml File

Error Message Possible Problem Solution

Non critical exception
encountered while updating
vwtaskman.xml.

The vwtaskman.xml configuration in
router folder in AE installation folder was
not updated.

Manually update
vwtaskman.xml.

Error In Updating taskman.properties File

Error Message

Possible Problem

Solution

Non critical exception
encountered while updating
taskman.properties.

The taskman.properties configuration in
router folder in AE installation folder was
not updated.

This might happen if provided
Application Engine information was not
correct.

Manually update
taskman.properties.
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Error In Updating Workplace Integration Files

Error Message Possible Problem Solution
Non critical exception The Workplace files for BPF were not Manually update
encountered while copying updated. Workplace files per

Bp8ViewActions.jsp to
Workplace or updating
Actions.xml, infopages.xml,
Integration.xml.

instructions in the
section entitled,

Workplace Integration.
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BPF Deployment

Deploy BPF Web Application
This step registers BPF as a Web Application with the Web server.

IBM WebSphere 6.0

NOTE Do NOT change the class loader mode from the default PARENT_FIRST setting. Changing
this to PARENT_LAST prevents BPF from working.

1. Install BPF Web Application (WAR or EAR) as follows:

a.
b.

C.

Verify that the app_name.war or app_name.ear file was created before you continue.
From the WebSphere Administrative Console, expand Applications.
Click Install New Application.

The "Preparing for the application installation" dialog opens.

(If the Administrative Console is running locally) Select Local Path and browse to the location
of the app_name.war or app_name.ear file created by the setup program.

The default path is:
UNIX - /opt/FileNet/BPF/web/
Windows - C:\Program Files\FileNet\BPF\web\

NOTE Do not enter the machine name.

(If the Administrative Console is remote) Select Remote File System and enter the fully-
gualified path to the app_name.war or app_name.ear file.

NOTE Do not enter the machine name.

2. Enter BPF and click Next to proceed to deploying a new application.

a.

Enter the context root as follows:

NOTE The context root is the name of the application you log in to using the web interface,
for example, http://<WebAApplicationServerName>:<port#>/<Context Root>.

On the "Preparing for the application installation” screen, leave the defaults, and click Next.
On the "Application Security Warning" screen, click Continue.

At "Install New Application”, Step 1, specify the application name.
Enter BPF, or the name you chose to call the application, click Next.

At "Install New Application”, Step 2, Map modules to servers,
specify the WebServer you are planning to use.
Check BPF and click Next.

At "Install New Application”, Step 3, Map Virtual Hosts for Web Modules,
check BPF, keep the default virtual host (default_host), and click Next.

At "Install New Application”, Step 4, verify your configuration and click Finish.

Once the configuration is saved, click Save to Master Configuration.
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3. Stop and restart the application server, (and restart the HTTP server, if installed).
4. Start the Enterprise Application as follows:
a. From the Administrative Console, expand Applications.
b. Click Enterprise Application to the left of the BPF (or whatever you named it) application, and
click Start.
BEA WebLogic 8.1.X
1. Start the application server.

2. From the WebLogic Server Console, <mydomain>, expand Deployments, and click
Web Application Modules.

Click Deploy a new Web Application Module.

4. From the right pane of the WebLogic Server Console, browse to and select the radio button for
the BPF folder in the <path to folder location>.

The default path is:

UNIX - /opt/FileNet/BPF/web/

Windows - C:\Program Files\FileNet\BPF\web\
5. Click Target Module and select BPF.
6. Verify that the Name field has the value BPF.
7. Click Deploy.

NOTE To verify that the deployment was successful, expand Web Applications. The web
application BPF will be listed.

JBOSS

NOTE If you are running JBOSS as a service, make sure that the following directory path is
included as a parameter in the command issued to the java service executable:

"-Dj ava. endor sed. di r s=%BOSS_ENDORSED_DI RS%

where JBOSS _ENDORSED_DIRS environment variable is set to =
% BOSS_HOVE% | i b\ endor sed

BPF installed as folder

1. Onthe JBOSS server, copy the {web application name} folder
from: <BPF_Install_Path>/web/
to: <JBOSS_HOME>/server/default/deploy/

2. Append the extension ".war" to the {web application name} folder copied under
<JBOSS_HOME>/server/default/deploy/:

<JBOSS_HOME>/server/default/deploy/{web application name}.war

3. Start the application server.
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BPF installed as WAR

1. Onthe JBOSS server, copy the {web application name}.war
from: <BPF_Install_Path>/web/
to: <JBOSS_HOME>/server/default/deploy/

2. Start the application server.
Oracle Application Server/SQL Server

JVM memory setting

1. Start the Oracle Application Server.

2. From the Oracle Admin Console, select the OC4J Instance you previously created.
a. Inthe OC4J admin window that opens, click Administration.
b. Under Instance properties, click Server properties.
c. Under Command Line Options, edit the Java Options field.

Set your JVM memory settings by appending a minimum (-Xms<value>m) and maximum
(-Xmx<value>m) value to the entries in the field.

CAUTION: By default the Oracle Xmx entry is set to 256 Mb. This is too small to successfully
deploy the BPF application. Oracle recommends setting the Xmx entry to 512 Mb. For more
information, see the Oracle® Application Server Administrator’'s Guide, chapter J.3.2.5
Problems Deploying Large OC4J Applications.

d. Click Apply to apply the settings.
e. When prompted, click Yes to restart your OC4J server instance.
f.  Click OK to close the confirmation window.

3. After the restart, from the console, verify that your HTTP server has been started. If not, start it
now.

SQL Server JDBC Driver jar files
NOTE Only DataDirect Type4 JDBC driver for SQL Server is supported in Oracle Application Server.

1. Copy the following three jar files into C:\ORACLE_HOME)\j2ee\OC4JInstance\applib directory of
your OC4J instance.

e sglserver.jar
o util.jar

e base.jar

Deploy and configure the BPF application.

1. Inthe console, select the OC4J Instance where you want to deploy the war file.

2. Select the Applications tab.

3. Click Deploy War File.

4. Browse to and select the BPF application .war file from <BPF _Install_Path>/web/ folder.
5

Provide an Application Name (for example, bpf).
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6.
7.
8.

Provide a map to URL value (for example, /bpf).
Click Deploy.

Once the application successfully deploys, click OK.

Class loading settings

After deployment, you must set the OC4J instance to allow for the loading of local classes first.

1.
2.
3.

8.
9.

In the console, click the OC4J instance you created.
Click Applications.

Under Deployed Applications, click the BPF application link (or the application name specified
during deployment).

Under Web Modules, click bpf.
Under Administration, click Advanced Properties.

Use the Edit orion-web.xml field to enable class loading by un-commenting the following line:

<web-app-class-loader search-local-classes-first="true" include-war-manifest- classpath="
true” />

Click Apply to save the changes.
When prompted, click Yes to restart your OC4J server instance.

Click OK to close the confirmation window.

Deploy BPF Help

IBM WebSphere

1.

Install BPF Help as follows:

From the WebSphere administrative console,
a. Click on Applications > Enterprise Applications > {web BPF name}.

b. Look at the Application binaries field. Record the path as {web BPF install path} on
your worksheet. For example: $( APP_I NSTALL ROOT) / bp8denb35Node01Cel | .

Click on Applications > Enterprise Applications > Install.

a o

Specify path for Local file system: { st agi ng f ol der}/docunent ati on/ BPF_hel p. war .
e. Enter Context Root: {web BPF hel p nane}.

f.  Press Next or Continue until Install New Application screen is reached.

g. Enter the following:

i. Directory to install Application: {web BPF install path}.

ii. Application Name: {web BPF hel p nane}.
(For example: BPF Help. Record from your worksheet.)

h. Click Next or Continue until final step is reached.

i. Click Finish. (A success message should be displayed.)
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j. Click Save to Master Configuration.
k. Click Save.
2. Confirm that BPF Help functional as follows:

a. From the WebSphere administrative console under Applications > Enterprise
Applications:

i. Check-mark {web BPF hel p nane}.
ii. Click Start.
b. Invoke help: http:/[{web application server}:9080/{web BPF help name}.

BEA WebLogic
1. Install BPF Help as follows:

From the WebLogic administrative console:

a. Click Deployments > Web Application Modules.

b. Click Deploy a new Web Application Module.

c. Click Upload your files.

d. Browse... for {stagi ng fol der}/docunent ati on/ BPF_hel p. war.

e. Click Upload.

—h

Select BPF_hel p. war and click Target Module.

g. Enter Name: {web BPF hel p nane}.
(Record on your worksheet.)

h. Click Deploy.
2. Confirm BPF Help is functional as follows:

a. Invoke help: http://{web application server}:7001/{web BPF help name}.

JBOSS

1. Copy the help directory
from: {staging folderf\documentation\BPF_help
to: JBOSS directory ..\server\default\deploy.

2. Rename help directory
from: JBOSS directory ..\server\default\deploy\BPF_help
to: JBOSS directory ..\server\default\deploy\{web BPF help name}.war

3. Restart JBOSS
4. Confirm BPF help is functional by invoking:
{application server}:8080/{web BPF hel p nane}

Oracle Application Server

1. Inthe console, select the OC4J Instance where you want to deploy the war file.
2. Select the Applications tab.

3. Click Deploy War File.
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Browse to { st agi ng fol der}/docunent ati on/ BPF_hel p. war .
Provide an Application Name {web BPF hel p nane}.
Provide a map to URL value (for example, /bpf_help).

Click Deploy.

© N o a &

Once the application successfully deploys, click OK.

Configure BPF Operations

The JDBC DataSource configuration and roster configuration file (bp8_conf i g. xm ) is distributed
inside the bp8ci ops. j ar file.

Set the following XML elements as indicated:
e User: {meta user}
e Password: {meta password}
e Database: {meta database}
e Server: {meta data server}

NOTE The appropriate <JDBC> section might need to be uncommented for your database.
Furthermore, because XML parser errors can occur when using BPF_Operations with Oracle if the
JDBC node for MSSQL is just commented out, the node for MSSQL should be deleted altogether
from the bp8_config.xml file contained in bp8ciops.jar.
Oracle

e Setthe DBType to Oracle.

e Download cl asses12. j ar from Oracle web site and copy it under
{install.hone}/bpfops/lib folder

e Add classes12.jar and sqlJDBCDriver_stub.jar to vwtaskman.xml in the following manner.
a. Start the AE router (using r out er cnd).
b. Stop the Component Manager (in the AE Router).

Go to the Required Libraries tab.

o

d. Add classesl2.jar and sqlJDBCDriver_stub.jar library listed above.

Microsoft SQL Server
e Setthe DBType to msSQL.

e Downloadjtds-0.8.jar JAR from SourceForge.net (http://sourceforge.net) and copy it
under {i nstal | . hone}/ bpfops/1ib folder

e Add jtds-0.8.jar and oracleJDBCDriver_stub.jar to vwtaskman.xml in the following manner.
a. Start the AE router (using r out er cnd).
b. Stop the Component Manager (in the AE Router).
c. Go to the Required Libraries tab.

d. Addjtds-0.8.jar and oracleJDBCDriver_stub.jar library listed above.
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DB2
Not supported for BPF Meta database.

Edit BPF Operations Component Queue

1. Run P8 Workplace > Admin > Process Configuration Console, right-click on the router icon
for your Isolated Region and choose Connect.

2. Open the Server node for your PE Server, right-click on the Component Queues node, and
select the Register Additional Classes... menu item from the resulting context menu.

=181 %]

; Workplace: Process Configuration Console - Microsoft Internet Explorer

File Help

| | action | view|| = A2 2] = < [ @ = 2
15 Root
@ @ hgdemo e
L @vwmuler[ﬂ \ 3

@ @ Server 0 BPF_Operations CE_Operations
®
¢ BPF_Operg New.. |
. CE_Operat| Ragister Additional Classes...

@ ] Work Queues
@ ] Workflow Ros| Help
@ ] User Queues
© 1 Event Logs =

-

Categony Mame WSenice \ Isolated Region Senver D \

i start ] G e vES » ] [ JBoss run.bat | & Adrin - Microsoft Interm... ”@ Workplace: Process C... ngﬁ)g L% 1202 Fm

3. Using the Jar File Locations tab on the resulting Component Registration dialog that appears,
navigate to the classes12.jar and jtds-0.8.jar files used by BPF_Operations and add them.

Then click OK.
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4. Now right-click on the BPF_Operations component queue node and select Properties... from
the context menu. Then click on the Adaptor tab of the resulting property page dialog. Make
sure that Java Component is selected in the Adaptor dropdown, then click on the Configure
button (ignoring any error regarding class introspection), navigate to the bp8ciops.jar file that
BPF_Operations is using and select it.

3 Workplace: Process Configuration Console - Microsoft Internet Explorer = I =) |5|

File Help
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- ] workflow Ros =
@ ] User Queues J select a Java Class 1‘

@ (] Event Logs Adaptor Properties
Jar File Path: | | [
Concurrent Threa
Java Class: |cumrﬁIenetIoperatiuns!BpBOperations.class | > |
EXCoption Suma _ pvaiablo Methods: 21

Loak in: Iﬂf} bpfops j - EF '
; Ing4].xm|

JAAS Credentials

User Name:

Ug
L[]

Configuration Con

Hote: These chan

File name: IprciDDs.iar Open I
Fies af tope: [l Files ) =l Cancel
I |— TT T T T

i start J @ RN o | % L J B JEoss run.bat | @ Admin - Micrasoft Inte. .. ”@ Workplace: Process... |_J C:\Program Filas|Fileh. .. |&%g @ b & 12119 PM
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You will now see a list of all of the available public methods in exposed by the Bp8Operations
class. Make whatever changes are required (noting that you will not be able to remove methods
once they have been exposed and configured). Then click OK.

Workplace: Process Configuration Console - Microsoft Internet Explorer

=181 %]

File Help

[ action | view| | 2 F X
15 Root

B l@EE| 2

S St B
& (&) vwrouter [1] : ta Field % i :

@ Server 0 ¥

& () Component u

* CE_Operat Adaptor: | Java Component hd Configure...

@ ] work Queues Ilf | | | & |

& ] Workflow Ros . —
Ll zl
© 1 Event Logs - : s

Jar File Path; |C:lPr0gram Files'FileMetBPFibpfopsibpdciops jar |
ConcurrentThrea s Class: |cumrr||enetIoperatiunsJBpSOperations.class | - |

Exception Subma

Available Methods:

public filenet.vwe.api. VWWittachment com.filenet.operations.Bp8Operations.createObject{java.lang.
public int com.filenet.operations.Bp8Operations. tang.String) throws com.filenet
public java.lang. String[] com.filenet.operations.BpB80perations.attachDoc{java.lang.String.filenetww
public java.lang.String[] com.filenet.operations.BpB80perations.attachDocWithRoster (Java.lang. Stri
public int com.filenet.operations.Bp80perations.detachFolder {java.lang.String. filenetyw.api.\ViWitta
public int com.filenet.operations.Bp80perations.detachFolderwithRoster java.lang. String.filenet.vw,
public int com.filenet.operations.Bp80Operations.attachFolder{java.lang.String,filenet.vw.api. VWiatta
public java.lang.String[] com.filenet.operations.Bp80Operations.createCase(java.lany.Stringjava.lang
public void com.ilenet.operations.Bp8Operations.logEvent{filenet.vw.api. VWWAttachment java.lang.

¢ pne i dateCaselimvalan s (A

JAAS Credentials

User Name:

Configuration Con Sener D |

Mote: These chan

A lan

| OK H Cancel || Help ‘

| @ Admin - Microsoft Inte. .. ”@ workplace: Process... |_J C:\Program Files|Filef. .. L@&g L% 1220 Pm

—

M |3 & &% > | B sossnnbat

To configure individual operations that have been exposed here, click on the Operations tab
next. Make whatever changes are required, then click OK.

-2} Workplace: Process Configuration Console - Microsoft Internet Explorer

File Help

| Amion@l = A B X
16 Root

—leix|

O lM=| 2

detachFolder

detachFolder®ithRoster

updateCase

updateCasewithRoster

getlexdCaseld

ftach document to Case(s)

% © hademo x
@ & vwrouter [1] Operations |
Lo Server 0
% (1 Component = .
3 MName : Mame : Type Arcess _Descripﬁon
“ CE_Operat |attachDoc ohjectStorename  |String Read Cbject Store sym
© ] Work Queues  |attachDocWithRoster attaghm.em Aﬂgchment[] Read Wor&ﬂow.aﬂac.h...
& ] Workflow Ros |createCase auditaction Str!ng Read Aud!tTra!\ actian ...
@ ] User Queues createObject userMame Str!ng Read Audlt'!’ran u_sern...
@ ] Event Logs logEvent sql Str!ng Re_ad Matching criteria ...
attachFolder return_value String(] Wiirite Return value. Arr

Server ID |

Note: These changes may not take effect until the Component Manager is restarted.

| 0K | | Cancel | | Help |

Bsear| | (3 & & @D
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7. Commit your changes to isolated region by right-clicking on your router node and selecting
Commit Changes from the context menu.

/2 Workplace: Process Configuration Console - Microsoft Internet Explorer =] =l

File Help

| [acton]vew| | = 3 B X B0 | ®E 2
15 Root ~
@edemo : @ ‘j D

Server 0 User Queues Event Logs

Bl

| Discard Changes
Initialize Isolated Region
Remaove Isolated Region

RS

PR

Exzport to XML file...
Import from XML file...

Publish to UDDL...

Disconnect

Properties...

Help

-

4 |.-m-rr‘-r‘-m-‘-m-‘-;—r‘-;—m—‘-m-rr‘-rrm—‘-m-‘-;—r‘-;—m—‘-m-rr‘-rrm—w—v‘-;—v‘-;—vv‘-m-‘-m-r;—vm—rm—m—rru—vrm—r‘fil | .|

Category | Mame | WyService lsolated Region | Server D
Isolated Region Properties|Cormponent Queues |hgdemo |1 |0
Queue Properies |BPF_Operations hgdemo |1 o

i Istart ] [EF-FE- ] BN JBoss run.bat | & Admin - Microsaft Inte. . ”@ Workplace: Process... [_J C:\Program Files|Filen, . |§w@)§:ﬂb@ 12:27 PM
8. Start Process Task Manager > Component Manager.
9. Start Process Task Manager > Component Manager > BPF_Operations.

NOTE See BPFE Operations Logging Modification for the various logging options.

Verify BPF Operations Component

Start the FileNet P8 Platform Task Manager and verify that the BPF Operations component is started
in Component Manager.
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Configuration Tasks

Configure Stored Searches

Configure custom object type searches for Case search.

NOTE Search templates need to be configured and stored in the CE repository in order for Search
and Attach Document tool to function.

Simple Search Configuration

1.

10.

11.

Using Enterprise Manager, create a folder for holding search templates and stored searches.
For example: Object Stores > {os display name} > Root Folder > BPF > Searches.

Using Search Designer (invoked from Workplace), create a search template.
For example:

Object Stores tab: Select {os display name}.

a.
b. Object Types tab: Check mark Custom Object.

o

Object Types tab: Click Update Subclass.

o

Object Types tab: Under View, select Editable.

e. Object Types tab: Under Object Subclass, select the appropriate child class of Bp8Case (for
the Case Management sample application, this would be Case Management).

f.  Search Criteria tab: Under View, select Editable.

g. Search Criteria tab: Under Property, select Bp8CaselD.
h. Search Criteria tab: Under Operator, select “is equal to”
i. From menu: File > Add New...

j.  Browse for your search folder.

k. Enter Document Title: BPF Case ID Search.

[.  Click Next.

m. Click Finish.

Using Enterprise Manager, get the GUID for the folder containing the search templates. (This is
achieved by right-clicking on the folder in question, selecting Properties, selecting the Properties

tab, selecting All Properties as the filter, and copying the Property Value for the ID property. Save

the GUID to a temporary file).
Find {BPF Root\WEB-INF\Toolbar.xml.

a. Find the item section that starts with
<Item Capti on='Search' Nane=' Search' SearchMde=' no' >

b. Within that item section find the <Action> section with the "i nvokeWr kpl aceCbj ect " call.

The first parameter in the "i nvokeWor kpl aceObj ect " is a GUID.

c. Substitute the current GUID with the GUID for your search folder. NOTE If the
invokeWorkplaceObject method is used to invoke versionable content in CE (for example, if
you choose to configure it to point to an actual Search Template or other document rather
than a Folder in which Searches are stored), you will need to change the GUID value here
whenever a new version of the content is created. Otherwise, invokeWorkplaceObject will
continue to invoke the old (original) version.

d. Save the changes.
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12. Restart the BPF Web Application within the Web Application server.

13. Test the Search functionality when you log onto BPF (in later steps).

Set Content Engine Security

BPF Installer imports BPF specific data model files to the object store. After you have imported the
required data model files to the object store, you must set the following security permissions as
indicated below.

NOTE LDAP role groups refer to the LDAP groups that correspond to BPF Metastore roles.

NOTE Restart the content engine application server after applying following permissions on BPF
specific classes and objects.

Security Permission Sets Default Instance Security

Permission Sets

Object Stores Realm (Top-level EM root node)

Administrative users or groups | Full Control

#AUTHENTICATED-USERS Use stores and services
(or LDAP role groups)

{os display name}
Root Node

Administrative users or groups | Full Control

#AUTHENTICATED-USERS Use Object Store
(or LDAP role groups)

{os display name} > Other Classes > Custom Object
e Bp80Object

Administrative users or groups | Full Control Full Control

LDAP role groups Modify Properties Modify Properties

{os display name} > Other Classes > Custom Object > Bp8Object
e Bp8Attachment

e Bp8AuditLogltem

e Bp8Case and subclasses
NOTE Each subclass can have different LDAP role groups assigned.

NOTE If changing security on the object store with the object instances is already present, apply the
Default Instance Security to existing instances of the classes listed above.

Administrative users or groups | Full Control Full Control

LDAP role groups Modify Properties Modify Properties
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Default Instance Security
Permission Sets

Security Permission Sets

{os display name} > Root Folder > BPF

e Bp8Settings object instance [search for id = BADF1AOE-CB28-4979-B34B-
F997F9E30E3D]

NOTE This is the object instance, not the Bp8Settings class.

Administrative users or groups

Full Control

LDAP role groups

Modify Properties

e Site Layout folder

{os display name} > Root Folder > BPF

Administrative users or groups

Full Control

LDAP role groups

Modify Properties

{os display nhame} > Document Class

e Document Class(es)
NOTE Each document class can have different LDAP role groups assigned.

NOTE Users should be able to create and update document properties.

Administrative users or groups | Full Control Full Control

LDAP role groups Modify Properties Modify Properties

Optional Configuration Tasks

Set Tuning Parameters

TIP Temporarily Turn Off Metadata Cache. When configuring the system, turn Metadata cache off in
BPF Explorer: Application Settings > Enable Metadata cache = False.

NOTE When Metadata cache is enabled, BPF Explorer changes will take effect only after the Web
Application is restarted.

Set the following parameters:

e Case ID — Reset the Case ID back to 1 with each release or set it to a particular starting
number. To make that change, locate the Settings object in the Root Folder > BPF folder in
the CE repository and set the Bp8LastCaselD to a desired nhumber.

e |E Cache Setting — Set the IE cache setting to automatic on user desktops to achieve best
performance. To verify or correct the browser settings, open Tools > Internet Options >
General tab > Settings and make sure the Check for newer versions of stored pages is set
to Automatically.

IBM WebSphere
Set the HTTP Connection Timeout parameter as follows:
1. Increase the HTTP connection timeout from the default 5 seconds to 10 seconds or more.
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Modify ConnectionlOTimeout and ConnectionKeepAliveTimeout parameters in WebSphere.

Changing these parameters is required to resolve timeout and xml parsing errors that might be
observed on a slow or busy network connections.

Follow the instructions in the link:

http:// www
912.ibm com s_dir/sl kbase. NSF/ ¢1309d212e616¢c9f 862569ec0070adc1/
b5eae9f 64f a6e77286256e4e008025d3?CpenDocunent

BEA WebLogic

1.

2.

Set JVM heap minimum and maximum settings to an equal number.
(This will minimize the negative performance effects of the garbage collection in java. )

Set the heap size to 256Mb or more on the production installation.

Index Content Engine Objects

The following properties in the CE object store need to be indexed:

Object Index field name
Bp8Attachment Bp80ObjectGUID
Bp8Attachment Bp8Attachment_Bp8Case
Bp8AuditLogltem Bp8AuditLogltem_Bp8Case
Bp8Case Bp8CaselD

Do the following for each of the items previously listed using EM:

1.

© N o o~ w D

Navigate to Enterprise Manager > {os display name} > Other Classes > Custom Object >
Bp8Object.

Right click on the appropriate object.

Select Properties.

Select Property Definitions tab.

Check the Inherited Properties check box.
Select the appropriate field name.

Click Edit.

Verify that the Indexed text box has value of single indexed. If not:
a. Click Set/Remove button.

b. Click Set radio button

c. Check Single Indexed checkbox.

d. Click OK.

Click OK to close properties page.
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BPF Operations Logging Modification

Overview

Logging in the BPF Operations component is turned on by default using a WARNING level. The
following levels are supported:

e error —Log errors only.

e warning — Log errors and warnings (default).

e info — Log all above and information type messages.

e debug — Log information on the detailed level (this option can generate large file).

By default, logging is directed to the bp8operations file located in the JAVA_HOME/bin folder.
A new empty log is created at the end of each day.

Extract XML File

Extract log4j.xml from the bp8ciops.jar package using WinZip or another tool.

Modify XML File
Modify the following sections of the log4j.xml file:

e Log File Name

<param name="File" value="bp8operations.log" / >
where value = the name and the location of the log file.

NOTE The default location of log files is the \ bi n directory of the running JVM. Be aware

that usage of absolute path (including drive letter) is impossible, but any relative path from bin
directory of JVM directory can be used. For example: /../../../logs/bp8ciops.log.

e Logging Level
<l evel value ="error"/> wherevalue =error | warning | info | debug

Add XML File Back
Add the log4j.xml fil e back to bp8ciops.jar.

NOTE Create 'production’ and 'debug’ level copies of bp8ciops.jar to simplify management.

Restart Component Manager

The Component Manager needs to be restarted for the changes to take effect.
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Installation Validation

When BPF is initially installed in a development environment, it is installed with a test application
configuration called the Case Management Sample Application. This application is a pre-configured
application on top of BPF that can be used to test all aspects of BPF functionality.

In order to validate that the Business Process Framework and BPF Explorer components have been
installed properly and correctly integrated with FileNet Content Engine, Process Engine, and
Application Engine, the following steps should be performed against the Case Management Sample
Application.

1. Access BPF from the following URL: http://{web application server}:{web port}/{web BPF
name}.

Logon to BPF as sue

Create a new Case.

Open the case from the Index Inbasket and enter sample case field data.
Attach a document to the case using the Attach Document tool.

Open the attached content in the Viewer.

Perform a BPF Case Search.

© N o g M DN

Perform the Action — Complete on the case, then locate the case in the Review Inbasket to
make sure it was dispatched.

9. Open Layout Designer (by using the Edit Layout tool).
10. Log off BPF.
11. Logon to BPF Explorer and verify all configuration data is present.

12. In order to verify that BPF_Operations are working in Component Manager, add a new
document to the Case Management Documents document class. It must have a
DocEntryStatus value of 1, and a DocType value of 1. The subscription event will launch a
workflow that will create a new case. If BPF_Operations are running, you will see a new
Case in the Index Inbasket.
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Troubleshooting

Integrate BPF with P8 Workplace

Edit Workplace Settings
This step applies to [New] installations or any time Workplace is re-deployed.
This step should also be reviewed when performing BPF upgrades.
1. Set the following preferences:
Under Workplace > Admin > Site Preferences > General:

o Enable custom objects: Yes

o Add as major version: Yes

o Check in as major version: Yes

2. Execute Workplace Integration as detailed below:

Workplace Integration
NOTES
e GUID (Example: {5309C5AF-6D24-4BDB-BB6C-71C61E7EFC53})

The object GUIDs shown below are examples for referencing the Case Management class
from the Case Management Sample Configuration. You need to add one or more Bp8 Case
Object GUIDs representing classes in your solution. These classes would be Bp8Case child
classes. Use FileNet Enterprise Manager to determine the GUIDS.

e URL (Example: http://[p8demo30:7001/BPF/Bp8Main.jsp)

The URLs shown below are examples and might need to be changed. Consult the FileNet P8
Platform documentation.

o Folder References: All the Workplace folder references are to the deployed instance of
Workplace (the instance used by the Web server).

e This procedure assumes you have imported the following CE manifests (in previous steps):
0 The base BPF manifest
0 The Case Management manifest or some other custom manifest

e You have only imported the base BPF manifest if FileNet Enterprise Manager does not show
any child classes under Bp8Case ({os display name} > Other Classes > Custom Object >
Bp8Object > Bp8Case).

Sun Solaris

NOTE Various XML files are modified as part of the Workplace integration procedure. An editor
should be used that supports UTF-8 encoding.
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Remove carriage returns (*M characters) from various property and .xml files as follows:
1. Change directories to Workplace .../WEB-INF.
2. Execute the following commands:

e find.-name "*.properties" -exec dos2unix {}' '{}'\;

e find . -name "*.xm" -exec dos2unix '{}' "{}' \;

AlX

NOTE Various XML files are modified as part of the Workplace integration procedure. An editor
should be used that supports UTF-8 encoding.

Remove carriage returns (*M characters) from various property and .xml files as follows:
1. Change directories to Workplace .../WEB-INF.

2. Execute the following commands:

e find . -name "*.properties" -exec dos2aix '{}' '"{}' \;
e find . -nanme "*.xnm" -exec dos2aix '{}' '{}' \;
HP-UX

NOTE Various XML files are modified as part of the Workplace integration procedure. An editor
should be used that supports UTF-8 encoding.

Remove carriage returns (*M characters) from various property and .xml files as follows:
1. Change directories to Workplace .../WEB-INF.
2. Execute the following commands:
e find . -name "*.properties" -exec /{Staging Folder}/dos2ux.sh '{}" \;

e find . -name "*.xm" -exec /{Staging Fol der}/dos2ux.sh '{}' \;

Edit Infopages.Xml

NOTE Lower case alpha hex digit characters should not be used for the id (GUID) parameters in
Actions.xml and InfoPages.xml. Due to a limitation in Workplace, specifying {92689f34-9f53-44ce-
85ef-2d561e50d139} instead of {92689F34-9F53-44CE-85EF-2D561E50D139}, for example, as a
GUID value in the InfoPages.xml and Actions.xml files (for the Bp8Case custom object class) will fail
to work. Workplace will not pick up the value. Only upper case alpha hex digit characters should be
used.

See the procedure introduction for background information. The items in italics are not entered; they
are shown in the example below for context only.

Edit | nf oPages. xm in Wor kpl ace. . .\ VEB- | NF as follows:
Add the following section:
<obj ect key="object | nfoPages" version="3.0">
<list key="pages">
<obj ect key="i nfoPage">
<array key="object Types">

<val ue>cust onobj ect </ val ue>
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</array>
<array key="cl asses">

<val ue>{ 92689F34- 9F53- 44CE- 85EF- 2D561E50D139} </ val ue>
</array>

<setting key="url">http://{web app server}:{web port}/{web BPF
nane}/ Bp8l nt egrati onServl et ?_conmmandl d=9000</ setti ng>

<setting key="isPopup">true</setting>

<setting key="popupHei ght">550</setting>
<setting key="popupW dt h">650</setting>

<setting key="useToken">true</setting>

</ obj ect >
</list>
</ obj ect >

NOTE The <object key="infoPage"> subsection can go at the end of the <list key="pages"> section.
Search for </list>.

Edit Actions.Xml

NOTE Lower case alpha hex digit characters should not be used for the i d (GUID) parameters in
Actions.xml and InfoPages.xml. Due to a limitation in Workplace, specifying {92689f34-9f53-44ce-
85ef-2d561e50d139} instead of {92689F34-9F53-44CE-85EF-2D561E50D139}, for example, as a
GUID value in the InfoPages.xml and Actions.xml files (for the Bp8Case custom object class) will fail
to work. Workplace will not pick up the value. Only upper case alpha hex digit characters should be
used.

See the procedure introduction for background information. The items in italics are not entered; they
are shown in the example below for context only.

Edit Acti ons. xm in Wor kpl ace. . . \ VEB- | NF. Add the following sections.

Top Level Actions
Add the following section to the <array key="topLevelActions"> section:
<l-- top level actions -->
<array key="topLevel Actions">
<val ue>openCase</ val ue>

</ array>

Action Definitions

Add the following section to the <list key="actionDefinitions"> section:

<list key="actionDefinitions">
<obj ect key="actionDefinition">
<setting key="id">openCase</setting>

<setting key="title"
| ocal i zat i onKey="server. Acti ons_xm . openl nCaseQuery" >Qpen
Case</setting>
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<setting key="url">http://{web app server}:{web port}/{web BPF
nane}/ Bp8l nt egrati onServl et ?_conmandl d=9000&anp; i d={ OBJECT | D} &anp; o
bj ect Type={ OBJECT_TYPE} </ setti ng>

<setting key="ing">i nages/action/Launchl6. gi f</setting>
<setting key="hi ddenFor Guest s">true</setting>
<array key="object Types">
<val ue>cust onobj ect </ val ue>
</ array>
<array key="cl asses">
<val ue>{ 92689F34- 9F53- 44CE- 85EF- 2D561E50D139} </ val ue>
</ array>
<setting key="isPopup">true</setting>
<setting key="useToken">true</setting>
<setting key="popupHei ght">550</setting>
<setting key="popupW dt h">650</setting>
</ obj ect >
</list>
NOTES

e The items above in braces (such as {OBJECT_TYPE}) are to be left As Is in the XML; do not
substitute actual values.

e If BPF is deployed on a web farm or in a load balancing environment, {web app server}
should be pointed to the name or address of the load balancer.
Edit Integration.Xml

See the procedure introduction for background information. The items in italics are not entered; they
are shown in the example below for context only.

Edit | nt egrati on. xm in Wor kpl ace. ..\ VEB- | NF.
Add the following section:

<obj ect key = "propertyPageConfiguration" version = "3.0">
<list key = "commands" >
<obj ect key = "conmand">
<setting key = "id">4030</setting>

<setting key = "url">Bp8Vi ewActi ons. jsp</setting>

<setting key
request </ setting>

"description">View by external

</ obj ect >
<obj ect key = "conmand">
<setting key = "id">4040</setting>

<setting key =
"url " >operations/ WnmCheckout Obj ect.j sp</setting>
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<setting key = "description">Check Qut Docunent</setting>

</ obj ect >
<obj ect key = "command">
<setting key = "id">4050</setting>

<setting key =
"url " >operati ons/ WntCancel Checkout . j sp</setting>

<setting key = "description">Cancel Checkout From
Checkout Li st </ setting>
</ obj ect >
<obj ect key = "conmand">
<setting key = "id">4060</setting>

<setting key =
url ">w zar ds/ WentChecki nDocunent . j sp</setti ng>

<setting key = "description">Qui ck Check In
Docurent </ setti ng>

</ obj ect >
</list>

</ obj ect >

Copy Files

Copy the following files to the main folder of the deployed Workplace instance (the parent folder of
WEB-INF):

e Bp8Vi ewActions.jsp

These files can be found in the { st agi ng f ol der}/ ni sc/ conponent s/ Wor kpl ace folder.

Reload XML Files

Reload the XML files in Workplace.

1. Click on Admin > Site Preferences > Refresh.

2. Click Reload configuration files.

NOTE Refer to the FileNet P8 Platform documentation for further details on modifying the
Actions. xm and I nf oPages. xm files.

Import Content Engine Base Objects

If any error occurs during the import of the base CE objects, Installer would show an error message at
the end of installation.

In such a condition use Enterprise Manager [EM] to import it manually.

Refer to the FileNet P8 Platform documentation for the import procedure details.

Base BPF Objects {staging folder}/misc/base/config/ce_base.xml
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Import Content Engine Solution-Specific Objects

If any error occurs during the import of the solution specific CE objects, the Installer will show an error
message at the end of installation.

In such a condition use Enterprise Manager [EM] to Import it manually.

Refer to the FileNet P8 Platform documentation for the import procedure details.

Case Management
Sample
Configuration

{staging folder}/misc/solutions/case_management/config/ce_cm.xml

Base Or Solution-Specific Workflow Object Creation

Certain base and solution specific workflow objects were not created during the BPF Installer. To
perform this manually, replace the following parameter values:

Replace Parameter Values for Base Configuration

Find the {XML File}. The standard XML files can be found at:
{staging folder}/ m sc/base/config/
(base: “gcreate_base.xml” solution specific “gcreate_cm.xml”)

1.

Locate the section in the {XML File} similar to the following:
<Logon User Nanme="Adni ni strator" Password="password"
Rout er Pat h="rmi : / /| ocal host: 32771/ vw out er "/ >.

Set the following parameters appropriately:

UserName: {pe admin user}
Password: {pe admin password}

RouterPath: Consult the FileNet P8 Platform documentation for the PE router path.

Copy Queue Definition File To Temporary Folder as follows:

Copy the {XML File} tothe {tenp.fol der}/wfutil folder.

Copy Wfutil From Staging Folder To Temporary Folder as follows:

Copy the contents from {staging folder}/ m sc/wfutil to
{tenp.folder}/wfutil folder.

Run Workflow Utility Script as follows:

Execute the instructions below for the wf ut i | utility.
This utility resides in the {t enp. f ol der}/wfuti | folder.

wfutil needsto be executed from the temporary folder.

An output log file named wf uti | . | og is created inthe \ | ogs folder and will contain the
results of the wf ut i | execution.

wf ut i | never deletes any workflow objects. It can only update existing workflow object
definitions (queue, roster, event log) or create new objects.
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Sun Solaris
a. Reset attributes: chnod +x wfutil . sh.

b. Execute script: wf util.sh {XML File}.
(You will see output in the command window with the status of each task being executed.)

Microsoft Windows

a. Execute script: wf uti | . cmd {XML File}.
(You will see output in the command window with the status of each task being executed.)

AlX
a. Reset attributes: chmod +x wfutil.sh.

b. Execute script: . /wfutil.sh {XML File}.
(You will see output in the command window with the status of each task being executed.)

HP-UX
a. Reset attributes: chmod +x wfutil.sh.

c. Execute script: ./wfutil.sh {XML File}. (You will see output in the command window with the
status of each task being executed.)

Update Process Map

This task has been automated in BPF Installer. If any error occurs during the update of process map,
Installer would show an error message at the end of installation. In such a condition, follow under
mentioned steps to use update process map.

Determine which process map to use:

Standard No process map.
Case Management Use {staging folder}\misc\solutions\case_management\
Sample Configuration config\CaseManagement.pep.

Bypass this step if you are using the standard process map. Otherwise, update the process map (as
described below) if this is a new installation, or if your selected process map has changed.

1. Start IE and go to http://{web application server}:{port}/Workplace.

NOTE Consult your Web Application service for the correct port number.

Select Author > Advanced Tools > Process Designer from the Workplace menu.
Select File > Open... and navigate to the pep file.

Click File > Validate. (There should be no errors.)

Select File > Transfer. (Save workflow to desired folder location. Transfer should be successful.)

o a ~ w0 N

Select File > Exit. (Check in the workflow.)
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Create Workflow Subscription on the CE Case Management
Documents Document Class

Bypass this step if you are not using the standard process map (Case Management Sample
Application). If you are using the Case Management Sample Application, it will be necessary to
create and configure this Workflow Subscription so that the creation event for new Case
Management Documents objects will trigger the launch of new workflows that will either create new
BPF Cases (with the new document attached) or attach the new document to an existing Case
(depending on values configured below).

Log on to FileNet Enterprise Manager (FEM) and open the Case Management Documents Class
Properties screen by navigating through Object Stores > {os display name} > Document Classes
> Case Management Documents. Click on the Subscriptions tab and then click the Create button.

<FileNet Enterprise Manager - [Enterprise Manager Object el Bocy =13
+ File Action Yiew ‘Window Help | = ﬁ'lﬂ
& =+ IIIHIXII‘IQIBEEEH'“;
& Enterprise Manager [pEdemo] | D\sela! Marme £ | Description | Data Type | Created B | Create Date |
E‘ L:l Object Stores ‘Zl*\ccount ll Case Management Documents Class Pr x|
=l l&g BpaobjectStore ‘Z]BpSCaseIE
{1 choics Lists ‘Z]Caseprmr\t Security Policy | Default Instance Security I Security I
E‘ % Document: Class :ﬁCnmpanyr General I Properties I Propeity Definitions I Audit Definitions | Audit History |
: hJ BPF Site Layout S Contract & About | Advanced Subscriptions
-&| Case Management Documents E%]DocEntryS
h‘] Ernail i, .
L4 Ertry Template aé] en “
i =+ Effective C
‘E‘ i ;ﬁReceivedD
i h‘;’ Form Policy Currently Assigned Subsciiptions
H 3| Form Template -
£8| Preferences Document | Subscription Name
£ Publish Subsidiary Folder Cuner
L8] Publish Template
28| Scenario Definition
4 Simulation
L8| stored Search
2 Workflow Definition
B ML Property Mapping Script
1] Document Classification Actions
{_] Document Lifecycles
1] Events
{7 Export Manifest L
u File Stores < ILI
(-] Other Classes
: [ Property Templates Lreats | Froperties | [Elete |
Publishing
{71 Root Falder ’—I
E§ Saved Searches £h S | 2l | bl |
; 'taa Search Resuls ;I
| | |
i start ] G e vES » ] [ JBoss run.bat | # FileMet Enterprise Manag...”"& Case Management Do... |t:(‘!)y %80 & 959 am

Follow the steps indicated by the Content Engine Create a Subscription Wizard. Begin by using
“Case Management Workflow” for the Name and Description on the Name and Describe the
Subscription screen. Then click the Next button.
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<.~ FileNet Enterprise Manager - [ Enterprise Manager [p8

# File Action iew Window Help

==l ]

EETEE

& = |m | B e X

BE| 2| chE

% Enterprise Manager [pSdemo]
-1 Object Stores
EE@ BpEOhjsctstore

-1 Choice Lists
E| I%] Document Class
‘_1 BPF Site Layout

I}j Entry Template

5] Form Data

- Form Policy

-] Form Template

h"}‘ Preferences Document

-3| Publish Template

I}} Scenario Definition

L] Simulation

-3} Stored Search

3| workflow Definition

H g XML Property Mapping Script
+ u Document Classification Actions
[ Document Lifecycles

|:| Events

(L] Export Manifest

[ File Stores

[ Other Classes

{23 Property Templates

[{}] Publishing

[ Root Folder

Saved Searches

a Search Results

-L3] Case Management Docurments

- Publish Subsidiary Folder Owner

| Create Date |

Data Type Created B
_I‘ Skrin = I
9

Default Instance Security | Security | Inkeger

Security Policy |
General I Properties | Property Delinil\unsl Aud\lDefimliUnsl AudilHislUlyl String

Subscriptions String
Float

|I Create a Subscription

Mame and Desciibe the Subscription

About | Advanced

Currently Assigned Subscrip than B4 characters.

Enter the subscription name and description. The name must be unique and less

Subscription Mame:

Mame: Existing Mames:

Case Management ‘workFflow|

Descliptiun

Caze Management Workflow

K
Lreate

eForms Subscription

K |
< Back I Mest > I LCancel

| s |

|

|
If,-‘startl I BadB@E I B JBoss run.bat

| + Filehst Enterprise Manag... ”“ﬁ Case Management Do...

o S @G 10035 am

Next, on the Specify the Type of Object screen, click the Applies to all instances of class Case
Management Documents radio button and make sure to check the Workflow checkbox. Then click

the Next button.

h‘j Entry Template

h‘j Form Daka

£33 Form Policy

4| Form Template

l:j Preferences Document

28] Publish Template
-- Scenario Definition
2] Simulation

28] Stored search
28] Workflow Definition

{1 Document Lifecycles
Ewents

Export Manifest

1] File Stores

1] Other Classes

{1 Property Templates
Publishing

Root: Folder

Saved Searches
Search Resulks

-- Publish Subsidiary Folder Cviner

- ML Property Mapping Script
{3 Dncument Classification Actions

ﬂ Create a Subscription

Specify the Type of Object

Cunently Assigned Subscip version sefies. Specily whether this iz a workflow subscription.

Specify whether the subscription acts on the class, an instance in a class, or a

<~ FileNet Enterprise Manager - [Enterprise Manager =181 %]
# File Action  Wiew Window  Help |;|i|1|
e B BREXEERE| 2%
@ Enterprise Manager [pSdemo] - ! _I‘ Data Type | Created B | _reate Date |
=0 Chject Stores 3tring
E- L@EEIBO:]&“SWE Security Policy I Default Instance S ecurity I Security I Inkeger
Lhaice Lits General I Froperties I Property Defimtinnsl AuditDalinitinnsl Aud\tHistnryl String
E| % Documnent: Class o String
A o Sl Ahaut | Advanced ubscriptians | v
-- Zase Management Documents 1‘

<+

Subscription Mame

What type of object does the subscription act on:

¢ Applies to dl instances of class Case Management Documents
" Applias to a single instance of object Case Management Documents

€ Lpplies to &l versions of ohiect Case Management Documents

of
LCreate

ok
— < Back I Mext > I

LCancel | Help |

|
i start ] G e vES » ] [ JBoss run.bat

| + Filerlet Enterprise Manag...”"& Case Management Do...

! |
|ﬁ)g q}b@ 10035 AM

Then, on the Specify Triggers screen, select and highlight Creation Event in the list of Available
Events on the left-hand side of the dialog, then click on the >> button to move it over to the list of
Subscribed Events on the right-hand side of the dialog. Then click the Next button.
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demo]iob ctstorelDocy =&l
+ Fle Action ‘iew ‘Window Help | =& x|
¢ |Om e XFRE 2| %%
% _Enterpr\se Manager [p&dema] - = ! 5“ Data Type | Created B | Create Dake |
E|Lj Object Stores String
& @%ﬁg:iﬁﬁ:n;e Security Palicy I Default Instance Security I Security I Integer
E| ng Do:lucnie:t Zlass General I Properties | Property D efinitions I Audit Definitions | Audit History | | 5tring
7 : Subscripti String
23] BPF Site Layout About | Advanced ubseriptions Bk
h"] Case Management Documents Crestea b e rath 5'
L32] Email “
k:_j Entry Template Specify Triggers
-4 Form Data . ™ Select triggers that will activate the subscription. %
(31 Form Policy Curently Assigned Subscrip
C#] Form Template Subscription Name
)
k{l Preferences Document ~ fvailable Events ——————— ~ Subscribed Events:
~{2g] Publish Subsidiary Folder Owner i
£ Publish Template: E;gﬁe[ztazgﬁt\l:;\{ent - aadss I Lreation Event e
-£#] Seenario Definition Ehange State Event
Simulation Checkin Event <<Hemoye
L] Stored Search Checkout Event
-] Workflow Definition Classify Complete Event
-~ XML Property Mapping Seript B::g?;&;‘z:’;n —_—
{_1 Dacumert Classification Actions Fresze Evert
{71 Document Lifecycles Lack Event
{1 Events Promots Wersion Event
{7 Expart Manifest i I Hn!jn;i E\\:Znnlt
{] File Stores | |E.44ﬂ G i Tt

{_] Other Classes Lreate |

{71 Property Templates

-1 Publishing —DK |

g RoLioke) = < Back | Ment » | Lancel | Help |
H {g Sawved Searches

i--'igy Search Results ;I

| | L
Histart| | [ & & B % | BN Bossrunbat | # Fenet Enterpris= manag... | [y Case Management Da... Zom S E G 1047 A

On the Specify Workflow Information screen that follows, leave Workflow Event Action selected in

the first dropdown list (Select a Workflow Event Action) and then select Case Management

Workflow in the second dropdown (Select a Workflow Definition). Doing this should automatically
populate the third dropdown (Select a Version) with the number of the latest (current) version of your

Case Management Workflow. NOTE Your Case Management Workflow must be saved as a

Workflow Definition document object in your Object Store for it to appear here in the list of available
Workflows. Simply transferring a Workflow Map to the Isolated Region in PE without also saving it in
CE will not work. The number in the Isolated Region field should default to whatever is actually in

use on your machine. Lastly, be sure to check the Enable Manual Launch checkbox before clicking

the Next button.
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< FileNet Enterprise Manager - [Enterprise Manager [pﬁ lije I 4 I ;Iilll
# File Action View ‘Window Help |;|i|ﬁ|
| nmEleelXx 5| 22 | o B ¥

= I:l Ohbject Stares
E{@ BpaOhjectstore
{1 choice Lists

‘ Data Type | Created B | i_reake Dake |

I roi

1 TR LR
EI--% Document Class I x|
23] BFF Site Layout
L] Case Management Dacuments Specily Workflow Information
3] Email Specify properties of the waorkflow subscription, including event action, workflow —%

definition, and versicrn,

L4 Ertry Template
h:j Form Daka

| Form Palicy Select a'Warkflow Event Actior:
4 Form Templake

£ :_1 Preferences Document

-4 Publish Subsidiary Folder Crner 2ok ot IEase Management Warkfow j
i ;

;s::z’:i;;:?il:iiin Select a version: 20 -
&) o :

gltr;r:jtlsnn:arch |zolated Region: |-|_

I otk befition Enable Manual Launch: i~

ML Property Mapping Script
1] Document Classification Actions
{21 Document Lifecycles ‘

{1 Events To create a'Workflow Event Action, click New
{7 Export Manifest
1] File Stores

{23 other Classes
{21 Propetty Templates < Back I Meut » I LCancel | Help |
[@ Publishing
{_] Rioot Folder

@ Saved Searches s |

LCancel | Lipply | Help |

g4 Search Results

[ Security Policies LI I

| | |
i Istart ] @ FERN o | % 22 ] B JEoss run.bat | + FileMet Enterprise Manag...”"& Case Management Do... @%g @Y@@ 1:58 PM

Next, on the Specify Additional Properties screen, enter “DocEntryStatus=1" for Filter Expression
and click the Next button.

la"lFIIeNetEnterprlseManagEr~[Enterpil§e|"{lanagei' (i nt Cla 3 ;Iilﬂ
+ File Action Yiew ‘Window Help |;|i|5|

= |Aam|Enx
=11 Obiect Stores

=14}y Bpa0bjectStore

‘ Data Type | Created B | i_reake Dake |

String
D Choice Lists 1 i 11 Trkener
=l ‘I%] Document Class x|
}| BPF Site Layout
£} Casa Management Documents Specify ‘_Qddi“'_ma_l .Ij-'mpelties : .
3 Ernail Specily priarity, initial state, and other subscription properties. —%

2| Form Palicy Priority State

k] " Hi
3] Form Template High (75] ¥ Enabled Inifial State

% Medium (50) ™ Include Subclasses

Publish Template © Lowi [25)
Scenario Definition ™! Spnchronous

" Custom Iﬁ

Filter Expression [optional):

|DncEntryStatus=1|

Filter Froperty Mame [optional):

1] Export Manifest
{1 Flle Stores

{11 Other Classes
{_] Property Templates < Back I Hest » I LCancel | Help |
[@ Publishing

1] Root Folder

i Saved Searches |
g4 Search Results

i-[] Security Palicies LI I

LCancel | Apply | Help |

| | |
i Istart ] [EF-FE- ] BN JBoss run.bat | + Filehet Enterprise Manag...”"& Case Management Do... @@)g ) %y G 2:01 PM

Lastly, on the Complete the Create a Subscription Wizard screen, confirm your settings and click
the Finish button.

© Copyright IBM Corp. 2006, 2009 107




IBM FileNet Business Process Framework Installation Guide

Troubleshooting

== FileNet Enterprise Manager - [Enterprise Manngel" [pﬁ

# File Action View ‘Window Help

=lBix]

ISETE

= | BmEEex

BB 2|

=1-{_ Object Stores

E{@ BpaOhjectstore

[ Chaice Lists

% Docurnent Class
23] BFF Site Layout

}| Case Management Docurments

Ernail

Enkry Template

Form Data

Form Policy

Form Template

Preferences Document

Publish Subsidiary Folder Cviner

Publish Template

] Scenario Definition

3| Simulation

Stored Search

“Workflow Definition

‘j ML Property Mapping Script

+)- (L] Document Classification Actions

{21 Document Lifecycles

Ewents

+{_] Export Manifest

1] File Stores

/

<= FILENET

_II Data Tvpe | Created B

| i_reake Dake |

1 e |

Complete the

Create a Subscription Wizard
These are the values pou selected. Click Finish to create this

subscription.

Mame | Value -
Mame Case Management 'work
Drescription Caze b anagement 'work
Type of subscription Clazs

ik flow True

Triggers Creation Event

Event Action ‘Workflow Event Action =

‘Warkflow Definition Case Management ‘Wark

Skring

Tntenar

x|

{23 other Classes
{21 Propetty Templates
Publishing

+{_] Riook Folder
Saved Searches
g4 Search Results

“workflow Definition VYersion 2.0

lzolated Region

Manual True 2

1 i »

< Back I Finith I LCancel | Help |
oK | LCancel | Lipply | Help |

{1 Security Policies

|

|
i Istart ] @ FERN o | % 22 ] B JEoss run.bat

| + FileMet Enterprise Manag...”"& Case Management Do...

| |
@HEANES zom

You should then see a Confirmation message indicating that you have successfully created the “Case
Management Workflow” subscription.

5 FileNet Enterprise Manager - [Enterprise Manager [pﬁ

+ Fie Sindow

Action

i Help

=151 x|

| alimxd

= |Aam|Enx

Stored Search

‘witkflow Definition

h:j #ML Property Mapping Script
+].[7] Document Classification Actions
-] Documert Lifecycles

Events

+|_] Export Manifest

{1 Flle Stores

“workflow D efinition Case Management 'wark

EH:I Chiect Stores - ll‘ Data Type | CreatedBy | CreateDate |
=14}y Bpa0bjectStore String
; {7 chaice Lists T o E = S 1 S 1| Trkener
) 3 pocure: e b
3| BPF Site Layout

Case Management Documents ' C0mp|9T9 the
Ernail O e e b .
Ertry Template Tre x|
CormDats s Yaou have successfully created the "Case Management Workflow" subscription,
Form Palicy _—
Form Template | Na
Preferences Document Mar
Fublish Subsidiary Folder Cwner Det -
Publish Template \T&Jgiﬁézubscrlpt\on 'IE':‘:::
csrari Defition Triggers Creation Event
Simulation %FILE”ET Event Action “whorkflow Event Action

1] Other Classes
/] Property Templates
Publishing

+{_] Rioot Folder
i Saved Searches
g4 Search Results

‘whorkflove Definition Wersion 2.0
|zolated Region 1
Manual True _I;I
g ;
< Back | Finish | Lancel | Help |
Ok | LCancel | Apply | Help |

7] Security Policies

~l

|
i Istart ] [EF-FE- ] BN JBoss run.bat

| + FileMet Enterprise Manag...”“& Case Management Do...

| |
DT ANES z1am

You will now need to re-open the properties for your new subscription and configure its Property
Map. To do this, while still on the Subscriptions tab of the property page for your Case
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Management Documents Class Properties screen, highlight the new Case Management
Workflow subscription and click the Properties button.

= FileNet Enterprise Manager - [Entmflse'ﬂhﬁﬂu&wm

# File Action Miew Window

Help

=15ix]

ISETE

| nmEleelXx

BB 2|

28] Publish Template
28] Scenario Defirition
4 Simulation
3] Stored Search

2| WarkFlow Definitian

(] Documert: Lifecycles
-] Events
{7 Export Manifest
D File Stares
{23 other Classes
{21 Propetty Templates
[@ Publishing
{2 Root Folder
Saved Searches
g4 Search Results
{1 Security Policies

Preferences Document
28] Publish Subsidiary Folder Cuner

ML Property Mapping Script
-] Document Classification Actions

=

Currently Assigned Subscriptions

Subszcription Mame

Fropertiez

LCancel |

gl | Help |

=] I:l Ohbject Stares ;I Display hame | Description | Data Tvpe | Created B | Create Dake |
-] BreChiectstare T - ini i
@D Cheice Lists Q%Bpscas Case Management Documents Class Proj pe ZI
EI Document Class 285 - - : :
% 0 2 :@C‘“EP” Security Policy | Drefault Instance Security | Security |
~-{2g] BPF Site Layout 53 Compar . — — —
L] Case Management Dacuments ;%]C t General I Properties I Property Definitions I Audit Definitions | Audit Histom |
" SR About Advanced Subscriptions
Al Emtall Templat Q%DDCEHU
Ty Hi s e :ﬁDncums #
5] Form Data b £
i : =3 Effectiy
-5 Form Policy I _
3| Form Template | Receive

i Istart ] @ FERN o | % 22 ] B JEoss run.bat

| # FileNet Enterpr\...”nﬁ] Case Manage... @ Browse - Micros.., | @ Workplace: Pro.., | é;@%)g :ﬂb@ 2125 PM

Now click on the Workflow tab of the Case Management Workflow Properties screen that comes
up and enter the Property Map settings as indicated below. NOTE The Workflow Property and
Document Property names for the Case Management Sample Application are all the same except

# Fle Action  Wiew  indow

Help

for CasePriority (CE) and Priority (PE).

<=FileNet Enterprise Manager - [Enterprise Manager

=13]x]

| =Ll xd

o |BEBEXERE |2 5%

EI-{:] Object Stores

-3 Bpachjectstare

(] Choice Lists

[E-£2] Document Class
3] BPF Site Layout

5| Email

[ - Entry Template
F#1-28] Form Data

8] Form Palicy

-] Form Template

4| Preferences Document:

b"j Publish Template
Scenario Definition
Simulation

Stored Search

5| workflow Definition

-1 Dorument Liferycles
D Events

{1 Export Manifest
{21 Flle Stores

{1 Other Classes

{1 Propetty Templates
[E] Publishing

{1 Root Falder

d Saved Searches
Search Resulks

7] Security Policies

Case Management Documents

Publish Subsidiary Folder Owiner

&ML Property Mapping Script
D Document Classification Actions

Data Type | Created B

| i_teate Date |

23| o
. %]
General | Froperties I Subscribed Events I
Configuration “workFlow | At History I Ahout I Securiy I Security |
Audit History |
“Warkflow Event Action; Iw’mkflow Ewvent Action ﬂ riptions

“wiorkflow D efivition:

Wersior:

20 -
|zolated Region I1—
Enable Manual Launch: it

Property Map

IEasE td anagement ‘wiork flow

I

AccountMumber=Accounttumber
BpBCaselD=BpBCaselD
CompanyMame=Companyh ame
Contracttmount=Contractimount
DocumentType=DocumentType
Prionity=CasePriority

Add

Femove

Property Map

Warkflow Property:

IHEcEivedD ate

Docurnent Property:

Add

|HecelvedD ate

LCancel |

| |
i start ] G e vES » ] [ JBoss run.bat | # Filehet Enterpn...l %4 Case Managem. . ”m £ 2 Intermet Bx... + ’@ﬁ)g CU%iE) i 230Fm
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When you have finished adding the last mapping (ReceivedDate), click the Cancel button, then the
Apply button, then the two successive OK buttons that you will be offered.

Test Workflow Subscription on the CE Case Management
Documents Document Class

You are now in a position to test the Workflow Subscription you just created. You can do this either
by creating a new instance of the Case Management Documents class or by launching the
Workflow manually.

Launching the Workflow Subscription by Creating a New Instance

To test the Workflow Subscription by creating a new instance of the Case Management Documents
class, log on to Workplace, and browse to a folder in your Object Store in which you would like to
place your new documents. (NOTE You might need to create this folder yourself.) Once there, click
on the Add Document link to launch the Add Document Wizard. Then click on the Change Class
link and select Case Management Documents.

‘3 workplace: add Document Wizard - Microsoft Internet Explorer (=] ] ;li‘lil
File  Edit Yiew “l Ed Go v
J_i Administrator | Thursday, August 10, 2006 Help | Close . .

J QBack -~ ) - Add Document
JLlnks "ﬁl Auto .E Steps
» 1. Set Properties Class: Document Change Class a
A Ji]
%ﬁlE 2. Set Securit Property value
dhelett e Document Title: |
Administrator | Thur
Can be deployed to web: I True = I

3 My Workplace
B Tasks <3 Workplace: Select Class - Microsoft Internet Explorer 10l =|
I Shortcuts Administrator | Thursday, Augusk 10, 2006 Help | Close

&2 Browse
Bp&ObjectStare

Surmnrnary s

Object Store: SofchiEctStore

Folder: festCocuments
Document Class: Bocument

Select Class

= Path
B ) BpacbiectStore
= % Dacument
¢ BPF Site Layout
E2] E% Case Management Documents

# P Email
[ o Form Template

. . o E2] c% ‘workflow Definition
Copyright @ 2002, 2005 FileMet Corpor ati

Copyright @ 2002, 2002

ml I Geovme ” I \a2) Process Task Manager | [ JBoss run.bat

| a 4 Internet Explorer ~ # Fileflet Enterprise Ma... @@@g q] YD @ 9:19 AM

Enter document property values in the resulting screen, making sure to change DocEntryStatus from
None to DocEntry (1). (This is because of the Filter Expression you set when configuring the
Workflow Subscription itself.) Otherwise the Workflow Subscription you created will not be launched
at all. For DocumentType you can then specify either 1 or 2. If you specify 1, the Workflow launched
by the Workflow Subscription will create a new BPF Case regardless of any other values you enter
here. If you specify 2, the Workflow launched by the Workflow Subscription will check the
AccountNumber value you specify here and try to find an existing BPF Case already in your system
that has the same AccountNumber, attach this newly created document to it, and then terminate
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itself. So, if you enter 2, be sure to enter an AccountNumber value that matches that of a BPF Case
already in your system.

23 Workplace: Add Document Wizard - Microsoft Internet Explorer - = (=] ] =l3lx]
File Edit  ‘Yiew 1| g Go i
J_i Administrator | Thursday, Augusk 10, 2006 Help | Close . B

[IFERE addvocumen:
JLinks &t & Steps
» 1.Sat Properties Class: Case Management Documents Change Class o
1. et Properties
%-HIE 2. Set Security Property Yalue
4 Select Pl Documnent Title: ITestWFSuhscriptinnDDl
administrator | Thur
Can be deployed ta web: I True = I
A My Workplace DocEnkryStatus: |DDcEntry ;I
I Tasks B i I1 - =
ncumentType: . i
B Shortcuts ¥p intable View
&S Browse ZasePriority: |H\gh ;I
EBp&ObjectStare - o =
: ReceivedDate: 08/1.08 _“] Clear (MMid/yy)
Company Mame: IFlIeNet
Contract Amount; |1
Effective Date: 0571106 H Clear (MM{djyy)
BpBCaseIl: |
Account Mumber: |1
Dptions Yalue
Add as major wersion: Yes j
Copyright & 2002, 2008 & mmaryt ;I
éi bject Store: SofchiectStore Mewt | . tranet

i Istart ] @ FERN o | % 22 ] \&) Process Task Manager | B JBoss run.bat | & 3 Internet Explorer » # FileNet Enterprise Ma... é;@%)g :'LJYQ@ 9:22 AM

Once you have finished entering the document property values, click the Next button, adjust the
security settings (on the resulting Set Security screen) as you wish (or take the defaults), then click
Next again and, on the Select File screen, browse to a local file to upload as the content of this new
document object. When you are done, click the Finish button. The Workflow Subscription should
now launch a new Workflow. To check the results, log on to the BPF Web Application and see if your
new BPF Case was created (if you chose DocumentType=1) or if your new document was attached
to a previously existing BPF Case with the same AccountNumber (if you chose DocumentType=2).

Launching the Workflow Subscription Manually

To launch the Workflow Subscription manually, either create a new Case Management Documents
document and leave DocEntryStatus set to None (0) so that the Workflow Subscription will not fire
through the Creation Event and then browse to it or browse to an existing Case Management
Documents document in Workplace and open its Information page. Once there, make sure to
change the value of the DocEntryStatus property to DocEntry (1) if it is already set to any other
value. Otherwise, you will not be able to launch the Workflow Subscription at all. (This is because of
the Filter Expression you set when configuring the Workflow Subscription itself.) Then, select
Launch from the list of Actions available and you should be presented with the following screen.
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Workplace: Launch Workflow - Microsoft Internet Explorer J=

Object Properties - Microsoft Internet Explorer

J Eile

J @Bk ~ &3 - =] [2] o | ) Search - Favorkes £ | v -
JLlnks @Auto .E‘lFuIIyAutomatlc .§|Island Travel @Plam A0 Windows Marketpl:

Launch Workflow

Intormation

Ei Edit Mew Favortss Tools  Help | Address |@‘I hktp:fthademe:8080) | administrator | Thursday, August 10, 2006 Help | Clos
Whorkflow Subscriptions for; TestWFSubscription001
Froperties pocument: (2] TestWFSubscription001 (ers et e sl e 3
M Ttems Found: 1
Wersions Class:  Case Managemeant Documents [
Folders Filsd In « Case Management Workflow @
= Property Yalue Case Management Worlflow
Links Launch
Histar Document Tikle: TestWFSubscru
Can be deployed ko weh: I True
Actions e
Download DocEntryStatus: DocEntry
@ Check Out DocumentType: Il Copyright @ 2002, 2005 FileMet Corparation, Al rights reserved,
% Cancel Checkout
% Check In CasePriority: IHigh
& Quick CheckIn ReceivedDate; IE,."1 Jils}
EE; Save Conkent
EE] File: Company Name: IFiIeNat

% Urfile
& Delete Versions Conkrack Amount: II.D

X Delete Effective Date: |a,r1 5

Ea Delete Content:

% Move EpBCasell: I
%) Demate Yersion I—
%% Launch Account Mumber: 1

E% Create Link
B Publish
ﬁ Shiows Hyperlink

@ Show System Propetties

&l
i Istart ] @ FERN o | % 22 ] \&) Process Task Manager | B JBoss run.bat | & 5 Internet Explorer » # FileNet Enterprise Ma... @g%g :@Y@@ 10:16 AM

Click the Launch link to see the following screen.

g plElKIR21
J Edit  View ;I s ;I | 'n"
J Q Back = ) - Administrator | Thursday, August 10, 2006 Help | Close -
e Launch Step
|Links &) Aute &
EEESSS Information | Instructions
Links Genetal ;I
Histary: R Fath: Case Management Workflow > LaunchStep
Data Fields

tions Workflow Groups Field Yalue T

Hawnlo=d Subject: |Case Management WaorkFlow

@ Check Out

B Cancel Che = I

B check In B

@ Quick Check j

E;_[ﬁ Sais Cantd Comments;

B, File

ER; Unfile =l

& Delete Yersi

# Delete

E; Delete Cont Launch

o Move

14 Demate Yer Close

%5 Launch

E% cractelink Copyright @ 2002, 2005 FileMet Carparation. Al rights reserved,

B publish

ﬁ Shioiw Hypet j-

d

Copyright @ 2002, 2008 hd
&

i Istart ] @ FERN o | % 22 ] \&) Process Task M., | BN JBoss run.bat | @Ob]ect Propetti.., | @Workulace: La.. "@\vnrkplace: La... @%g :@b@ 11:36 AM

Click on each of the four links under Information to review the values configured (noting that your
current document will already be set as the Initiating Attachment) and then click the Launch button.
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J Fi E Yiew
J Q@ Back ~ &) -
JLinks @Auto 2;
Links
History.

Actions
Download
@ Check Out
@ Cancel Chet
% Check In
’i@ Quick Check
E;_[ﬁ Save Conte
B, File

% Unfile

& Delete Yersi
# Delete

Ei Delete Cont
% Move

14 Demate Yer
%5 Launch
Create Link
B publish

% Shioiw Hypet

Copyright @ 2002, 2008
http:ffhqdema: g

distart| | G} &

Workplace: Launch Processor - Microsoft Internet Explorer

Administrator | Thursday, August 10, 2006

1ol x|
Help | Close

Ttems Found: 0

Launch Step
Information | Instructions

e Path: Case M t Workfl L hst
Fibschriants ath: Case Management Workflow > LaunchStep
Data Fields
o kFlow Groups Attachment: All Attachments

Attachments:

- Bp&Case - Bpgattachment & InitiatingAttachment

There are no attachment items to display

Copyright @ 2002, 2005 FileMet Corporation, All rights reserved,

Apply | Launch
Close

tranet

Apply |

o | % 22 ] \&) Process Task M., | BN JBoss run.bat | @ Object Properti.., | @ ‘wWorkplace: Lau... "@ Workplace: La... @%; :@b@ 11:40 AM

On the following screen, click the Assign link and browse

| Be E
J@Back S B
JLinks @Auto .%;
Lirks:
History.

Yiew

Actions
Cownload
@ Check Gut
@ Cancel Chet
@ ChedkIn
{@ Quick Check
Eb Save Conte
% File

% Urifile

& Delete Yersi
K Delete

% Delete Cont

% Move

%5 Launch
Create Link
B publish

ﬁ Show Hyper

Copyright @ 2002, 200¢

Eihttp:fihudemu. i
& istart| | B} &

j Workplace: Launch Processor - Microsoft Internet Explorer

Administrator | Thursday, August 10, 2006

=l x|

Help | Close

Workflow Groups Attachment: All Attachments = InitiatingAttachment

Ttems Found: 1

Launch Step
Information [ Instructions
Geneta|
& attachments Path: Case Management Workflow > LaunchStep
Diata Fields

# Unassigned
‘Your new attachment item goes here

Assign | Assign UNC/URL

Copyright @ 2002, 2005 Filsat Corparation. Al rights reserved,

Applyl Launch .
Close

Lranet

Apply |

CE% ] \) Process Task M., | B3 JBoss run.bat | ] Object Properti... | @] workplace: Lau... "@ Workplace: La... @%g O %y 2 11:43 AN
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Troubleshooting the Workflow Subscription

There are a number of things that can go wrong during the course of testing your Workflow
Subscription. The following are some of the most common.

e If you launch your Workflow Subscription and nothing seems to happen (no new Case or no
new Attachment on an existing Case), make sure that BPF_Operations is running in
Component Manager. If BPF_Operations is stopped (as in the following screenshot), restart
it and see if your results now appear as expected.

eI
File Action Console Help
BB @ ?
] hadema General | Advanced |
(& Process Simulator d
@ ‘ﬂﬁ Process Analyzer Average calls per minute: 0 Average call time (milliseconds):. 1431
(1 Data Fields (]
@ System Monitor
@ (1 Process Engine
@ &3 Process Service
=) PPM Name: \BPF_Operations
Process Routers
@ (1 Application Engine Tyne:  JavaComponent
@ @ Component Manager S
I BPF_operations Description:
~ CE_Operations BPF Case Management class allows creation, update, and further manipulation if BFF Case objects.
| WSRequest{0)
% 3 Process Routers
f5 vwrouter
Help
Time | hessage |_ Source \
(&) Aug 10, 2006 11:54:35 AWM Adaptor stopped. [%] BPF_Operations a
‘\i,)Augm,ZDDBH f4:35 AW Stopping Component Adaptor. || BPF_Operations
‘\i,) Aug 10,2006 7:03:05 AWM Compaonent Manager started. FQ Compaonent Manager
(4} Aug 10, 2006 7:02:45 AM  Starting Companent Manager £ compaonent Manager
‘\i,)Augw,ZDDE 6:52:40AM  Component Manager stopped. @ComponentManager =
if 'start ] [ﬁ é < & % = ”\9 Process Task Manager [ JBoss run.bat I @ Object Properties - Micro... | |@@§ %J?@@ 11:54 &M

e |If BPF_Operations is running and you still see no effects from launching your Workflow
Subscription, open Process Administrator and search for new Work Items to see if any Work
Item was launched at all.
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% Workplace: Process Administrator - Microsoft Internet Explorer = |
File Edit View Tasks Help

Look for: | Waorkflows . | Search mode: Find Now
! Read only (exposed fields)
In: Waorkflow Roster o Search Count
| | ®) Edit {all fields) g”a ARG
Select ane: |DefaultRBs‘ter - | Max returned per set: [50 | | Mew Search

Use index: [<default> v| [awvanceq.|
Search Fields: Operator: Yalue:
|F_Startime (Time) = | [is oreater than = | [aug e, 2006 11:00:00 AM | | msent
AND oR mm Clear
F_StarTime = 1155146400
(5 FISeIBES | DD | X P | e |2 om
& é F_wobMum | F_Griginator| F_\WorkFlo...| F_StartTime| F_Subject | EpBCaselD Priority  |DiocumentT..| ReceivedD. Rejected | SendToHost|  Expired
1 045808633...|50 (Admini... 045809633, |Aug 9, 200... |Case Mana...|0 1 Jun 1, 200.. |[false false false
2 E 164BT4AC . |50 (Admini.. 164BT4AC . |Aug 9, 200.. |Case Mana. |0 1 Jun 1,200 [false false false
3 E AFTFABESS.. |50 (Admini.. 3F1FABE3S. [Aug 10, 20... |Case Mana...|66155 1 Aug 10, 20, [false false false
4 S |SBEARMBE.. 50 (Admini.. SEEAALEE.. [Aug 10, 20.. |Case Mana..|0 1 Aug 10, 20... [false false false
a "é Q81 ADOE... |50 (Admini.. 99B1ADOE... [Aug 10, 20... |Case Mana...|66158 1 Aug 10,20, [false false false
B "é GEE21461... |50 (Admini.. 9EE21461.. |Aug 10, 20... |Case Mana... 66156 1 Aug 10, 20.. [false false false
T E ASB048ED ... |50 (Admini.. A8045ED . [Aug 10, 20 |Case hlana. |6E159 1 Aug 10,20, [false false false
g E C2980CT76... |50 (Admini.. C2EB80CTE.. [Aug 10, 20... |Case Mana...|66157 1 Aug 10, 20, [false false false
9 ‘[5 CBTAEF1F... |50 (Admini.. CBTSEF1F.. |Aug 9, 200.. |Case Mana...|66149 3 1 Aug 9, 200.. [false false false
(] | »

i |start J @ FERN o | % 2 J Pracess Task Manager | B JBoss run.bat | a Adrin - Microsaft Int. ., “@ Workplace: Proces... &ﬂﬁ)g @b@ 12:06 PM

If a Work Item was launched, open it in Process Tracker to see what went wrong. Click on
the Workflow History tab, highlight the line where the Exception occurred, right-click and
select View Information Stack... Then, highlight the line in the upper pane and then hover
your mouse pointer above the Error Message text to see full information about the error.

3 -
o e Ml e

s Information Stack
File Yiew Edit Properties Tasks Help

E@ | @ ! SRR YLD O Paticipant | GQueus | Step | Subject | Stat

Malfunction Conductor Case Manage... Exception

Click on each selected work item below to view its information stack:

Information Stack:

Map [ Step | Error Murnber | Etror M i
Malfunction ]
WOkl ResetDocEnt.. Dxd56d00ac  hWork Perfarmer Exceptian: M

Review

Close Hélp

Deadline:

Map | Step [ Recelved [ Status ||| sten Status:
oo LaunchStep 1 Augd, 2006 24330 PM  + Aug 9, 2006 2:49:30 Pi Map | Patticipant | _ Status | Respanse
O FRTIO Reset DocEntryStatus 1 Aug @, 2006 2:48:38 PM 9 Exception Malfunction [Conductar] E In progr.
Malfuriction & Review 1 Aug 9, 2006 2:49:39 FM T Inprogress

ep Progessor

||| Participant Privileges.
Workflow History : ik ftems “|| ¥ Reassign [v View Status  [[] View History || |-
| sl Sne s i

i 'seart J GeavER J \a2) Process Task Ml ¥ JBoss run.bat | & Admin - Micros... | @Workplace: Pro... | 2 Process Trac... o@D D Y@ G 12211
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e Alternatively, if a search in Process Administrator indicates that no Work Item was
launched at all, open the Windows Application Event Log on the Content Engine server to
see if any error occurred during launch.

Edit Taskman Policy
1. Edittaskman.policy. (By default, it is found in the Router folder in the AE installation folder.)
2. Ifbp8ciops.jar file is not listed, create a new section to grant the required privileges.

Example:

grant codeBase "file:{install.hone}/bpfops/bp8ciops.jar

perm ssion java.security. Al Perm ssion;
b
3. Save and close taskman.policy.
Edit taskman.properties

1. Edit taskman.properties. (By default, it is found in the Router folder in the AE installation folder.)

2. Add path for {install.nome}/bpfops/bp8ciops.jar to TaskManager.ComponentManager.ClassPath.

Add Taskman libraries (vwtaskman.xml)

The Task Manager utilizes the following libraries:

Expected path Library short name
{install.hone}/bpfops/lib/xalan.jar xal an. j ar
{install.hone}/ bpfops/bp8ciops.jar bp8ci ops. j ar
{install.hone}/bpfops/lib/pe.jar pe.jar

Add libraries to vwtaskman.xml in the following manner: (By default found in the Router subdirectory
in the AE installation directory)

a. Start the AE router (using r out er cnd).
b. Stop the Component Manager (in the AE Router).
c. Go to the Required Libraries tab.

d. Add all of the libraries listed above.

Edit Taskman Login Configuration

1. Edittaskman.login.config as follows.
(By default, it is found in the Router subdirectory in the AE installation directory.)

2. Edit the routername setting under CELogin, if necessary, to match your environment settings.

NOTE Do not use localhost as a system name.
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Example:

CELogi n
{

filenet.vw server. WLogi nModul e requi red routerurl ="{web

application server}:32771/{ae pe router nanme}";

comfilenet.wecmtool kit.server.operations. util.CELogi nModul e
requi red credTag=C ear;

b

3. Save and close taskman.login.config.

Configure User Tokens

1. Synchronize CryptoKeyFile key in WCMApiConfig.properties

Typical entries for Crypto key file in WCMApiConfig.properties configuration file are as
follows:

CredentialsProtection = Symmetric

CryptoKeyFile =C:\\Program Files\\FileNet\\Authentication\\CryptoKeyFile.properties
(this could be any other accessible path to CryptoKeyFile.properties)

BPF uses “CryptoKeyFile.properties” file for passing user credential in encrypted form to
Content Engine. This behavior is same as AE/Workplace. You can choose either of following
values for CredentialsProtection in BPF WCMApiConfig.properties file.

CredentialsProtection = Clear

NOTE Setting Clear encoding for Cr edent i al sPr ot ecti on/ User Token will result in
nuisance logins from AE/Workplace and should be avoided. For practical purposes,
Symmetric encoding should be used under all circumstances.

Or
CredentialsProtection = Symmetric

If “Symmetric” option is used then contents of “CryptoKeyFile.properties” used by BPF must
be present inside “CryptoKeyFile.properties” file used by Content Engine. If BPF and Content
Engine entries for “CryptoKeyFile.properties” different than you would get logon failure from
BPF application.

If “Clear” option is used then contents of “CryptoKeyFile.properties” used by BPF will be
ignored and will not be used while passing user credential to Content Engine.

NOTE BPF and Workplace can point to same or different CryptoKeyFile.

2. Synchronize UTCryptoKeyFile in WCMApiConfig.properties

Correct entries inside WecmApiConfig.properties for using token sharing with Workplace is
CredentialsProtection/UserToken =Symmetric

CryptoKeyFile/UserToken =C:\\Program
Files\\FileNet\\Authentication\UTCryptoKeyFile.properties (this could be any other accessible
path to UTCryptoKeyFile.properties)

BPF uses “UTCryptoKeyFile.properties” file for token sharing with Workplace. Contents
inside “UTCryptoKeyFile.properties” file used by BPF and Workplace must be identical.
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These file can reside at any location but correct accessible path must be specified inside the
WcemApiConfig.properties file. This file will be used by BPF and Workplace during Workplace
integration with BPF. This will allow user logon to BPF from Workplace and to Workplace
from BPF without asking for user credential again.

3. Set Workplace Bootstrap properties as follows:
WEB-INF/bootstrap.properties:

e generateTokens=True
e acceptTokens=True

e tokenTimeoutValue=5
(or sufficient number of minutes to account for clock differences between servers)

NOTE You can set these properties by clicking Workplace > Site Preferences > Bootstrap.
See the FileNet P8 Platform documentation:

FileNet P8 Documentation > Developer Help > Workplace Integration and
Customization > User Tokens > Configuring Applications to Use Tokens.

4. Verify the following FileNet Content Java API registry settings on the CE server:

e CryptoKeyFile — Must point to a CryptoKeyFile.properties file with content identical to the
UTCryptKeyFile.properties file of AE.

e Timeout — The value is intended to cover the amount of time the token is in transit and to be
short enough so that the tokens cannot be reused in a security attack. You can increase the
value if necessary.

See the FileNet P8 Platform documentation:

FileNet P8 Documentation > Developer Help > Content Java API > Getting
Started > Concepts > Content Java API Registry Settings.

5. Synchronize all clocks on the AE and CE servers.
See the FileNet P8 Platform documentation:

FileNet P8 Documentation > Developer Help > Workplace Integration and
Customization > User Tokens > Configuring Applications to Use Tokens.

6. Restart applications.
e Stop and restart Workplace in your Web Application server.

o Restart the Apache SOAP listener on the Content Engine.

Configure Toolbar Iltems

Configure the BPF Inbasket Toolbar items. For initial testing, you might want to configure some
simple search functionality. See the example below.

See also in BPF Help: Help for Advanced Users and Designers > BPF Advanced Configuration
> BPF Toolbar Interface.

Edit BPF Web Application “web.xml”

BPF Installer updates Meta Store DataSource Name {meta datasource} and Process DataSource
Name {pe datasource} in web.xml during installation time. These should have been previously
created and tested in the Environment Configuration section. BPF Installer does not perform
DataSource name validation. In case any of these DataSource names have been entered wrong
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during installation, you might want to edit web.xml file to correct these entries. These entries can be
manually edited in web.xml by browsing {install.home}/web/{web application name}/WEB-INF
location. WAR or EAR installation would require extracting contents in temporary folder and re-
bundling it after making correction in web.xml.

Modify bold italic text to correct DataSource names.

<init-param>
<param-name>MetaStoreDSName</param-name>
<param-value>Bp8MetadataDS</param-value>

</init-param>

<init-param>
<param-name>ProcessStoreDSName</param-name>
<param-value>Bp8ProcessDS</param-value>

</init-param>

Uninstall BPF

NOTE You can have multiple versions or configurations of BPF on the same machine if required,
deployed in different web applications. Only the specific BPF application to be upgraded needs to be
un-deployed in this step.

Uninstall BPF Web Application

Do the following:

1. Onthe AE server, stop the Component Manager BPF_Operations component using the FileNet
Process Task Manager.

2. Remove the folder {install.home}/BPFops.

BEA WebLogic
1. Log into BEA WebLogic console using IE: http://{web application server}:7001/console.
2. Delete module by doing the following:
a. Expand mydomain > Deployments > Web Application Modules (in tree-view pane).
b. Right-click BPF.
Select Delete BPF...
d. Click Yes.

o

e. Click Continue.

IBM WebSphere

1. Use IE to go to the WebSphere Admin page at:
http:/{web application server}:9060/ibm/console.

2. Enter your name.
3. Navigate to Applications/Enterprise Applications.

4. Select BPF application name.
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5. Click Stop.
6. Reselect BPF (or other application name you have BPF deployed under)

7. Click Uninstall followed by Save.

JBOSS
1. Delete the directories for BPF and BPF help under JBOSS ../server/default/deploy.

Oracle Application Server
1. Inthe console, select the OC4J Instance where you want to deploy the war file.
2. Select the Applications tab.
3. Un-Deploy the BPF WAR file.

Remove All Deployment Information

IBM WebSphere
1. Execute the following from the WebSphere Admin page:
Environment > Update Web Server Plugin > OK

NOTE This automates removal of the deployment file when uninstalling the Web Application.
This step must be performed after every un-install.

BEA WebLogic
1. Stop WebLogic.
2. Delete Deployment folder.
Remove these folders manually from the WebLogic deployment folder:
...l.wlnotdelete/extract/...<application name>
...Jupload/<application name>
These folders might reside under C:/bea/user_projects/domains/mydomain/myserver:
....wIinotdelete/extract/myserver_BPF_BPF

.../Jupload/BPF

NOTE These folders might be deleted when the Web Application is deleted in the previous step.

JBOSS

No action required.

Oracle Application Server

No action required.

© Copyright IBM Corp. 2006, 2009

120




IBM FileNet Business Process Framework Installation Guide
Uninstall BPF

Uninstall BPF Explorer

Microsoft Windows

Do the following on the server where BPF Explorer is installed:

1. Open Start Menu > Settings > Control Panel > Add/Remove Programs.
2. Select FileNet Business Process Framework Explorer.

3. Select Change/Remove.

Uninstall BPF Web Application

Microsoft Windows

Do the following on the server where BPF Explorer is installed:

1. Open Start Menu > Settings > Control Panel > Add/Remove Programs.
2. Select FileNet Business Process Framework.

3. Select Change/Remove.

UNIX

1. Navigate to the /_uninst folder under the BPF installation location.
The default location is: /opt/FileNet/BPF/_uninst

2. Goto{install.home}/_uninst folder and execute “uninstaller.exe”

3. Run the uninstall program.

)FiIeNet P& Business Process Framework - InstallShield Wizard

= FILENET

Welcome to the InstallShield Wizard for FileNet P8
Business Process Framework

The InstallShield Wizard will uninstall FileMet P8 Business Process Framework
from your computer.
To continue, choose MNext.

FileNet P8 Business Process Framework
FileNet
http:ivweww filenet.com

InstallShisil
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<= FILENET

Select the Tfeatures for "FileMet P8 Business Process Framework™ you would like
0 uninstall:

SRR B roduct Installation

+| BPFWeb Application
+| BPF Operations - Component Manager Component

| Case Management Sample Configuration

InrstalShieil

<= FiLENET

Please read the summary information below.

FileNet P8 Business Process Framework will be uninstalled from the following
location:

C:'Program Files'FileNet'BPFScreenShot
with the following features:

BPF Weh Application
BPF Operations - Component Manager Component
Case Management Sample Configuration

InstallShish]
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<= FILENET

Please read the summary information below.

The InstallShield Wizard has successfully uninstalled FileNet P8 Business
Process Framework. Choose Finish to exit the wizard.

InrstalShieil
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Remove BPF from the environment

This is an optional standalone procedure. Follow it to completely remove an installation of BPF. If you
are performing a BPF version upgrade, do not perform these steps.

NOTE Some of the steps below refer to worksheet items. Some familiarity with the worksheet item
and the installation procedure is assumed.

Delete Object Store In Content Engine

1. Run Start Menu > Programs > FileNet P8 Platform > Enterprise Manager Snapin.

2. Right-click Object Stores > {os display name}.

3. Select Delete.

4. Click Yes.

5. Click Ok on other prompts.

Delete Object Store Database

Contact database system administrator to delete metastore database.
Delete DataSources

BEA WebLogic
1. Log into BEA WebLogic console using IE: http://{web application server}:7001/console.
2. Delete DataSources:
a. Expand Services > JDBC > DataSources (in tree-view pane).
b. Right click {meta datasource}.
c. Select Delete {meta datasource}...
d. Click Yes.
e. Click Continue.
f. Repeat the same process for the {pe datasource}.
g. Delete pools as follows:
i. Expand Services > JDBC > Connection Pools.
ii. Right click {meta connection pool}
iii. Select Delete {meta connection pool}...
iv. Click Yes.
V. Click Continue.

h. Repeat the same process for the {pe connection pool}.
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IBM WebSphere

1. Logon to the WebSphere Administrative Console:
http://{web application server}:9060/ibm/console.

2. Create JDBC Provider:

Click on Resources > JDBC Providers.
3. Click appropriate JDBC provider
4. Click Data source link

5. Check {meta datasource} and {process datasource} and delete them by clicking Delete button.

JBOSS
1. Inthe JBOSS directories, browse to...\server\default\deploy
2. Edit ‘msSQL-ds.xml’ or ‘oracle-ds.xml’

3. Delete meta datasource} and {process datasource} entries and save the files.

Oracle Application Server
1. Click the OC4J Instance you are using.
2. Click Administration tab.
3. Click Data Sources.
4.

Delete {meta datasource} and {process datasource}

Delete Metastore Database

Contact database system administrator to delete metastore database.

Upgrade BPF

NOTE ltis possible for BPF-3.5.2 and BPF-3.6.0 instances to share the same instance of
AE/Workplace as long as the following considerations are kept in mind:

1. Access Roles are always read from the Application OS (the objectstore defined in BPF Explorer).

2. The combination of ObjectStore name in BPF Explorer and the Workplace preference name
should be unique. If say you have created Workplace36 preference for BPF3.6 application with
0S36 and Workplace352 preference for BPF3.5.2 application with OS352 (with access roles
created in both the objectstores), using the Workplace36 preference name for BPF3.5.2 and vice
versa will make the application fail to logon with error "You are not assigned to any Roles".

3. The ObjectStore name in bootstrap and BPF Explorer could be different in case of BPF 3.5.2
application but it should be same for BPF 3.6 application.

BPF 3.5.x to BPF 3.6 (on P8 3.5.x)

This task includes BPF upgrade instructions for WebSphere, WebLogic, Oracle Application Server
and JBoss.

Before you upgrade BPF

Make sure the site has restorable backups of system and data of all FileNet P8 components. In case
of an emergency, you might need to back out of the upgrade. For details on what to back up for
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FileNet P8 components, see the topic FileNet P8 Documentation > Enterprise-wide Administration >
Backup and Restore in the general FileNet P8 Platform help. Make backups of your custom and
application-specific configurations.

This section assumes that you have already upgraded all BPF dependent FileNet P8 products. The
following steps describe BPF upgrade configuration only. The following areas will be covered during a
BPF upgrade:

To

e BPF Operations component.

e Solution-specific code if any.

e BPF Explorer application.

e BPF metastore schema changes.
e BPF metastore configuration.

e BPF Web Application.

upgrade BPF

Back up your existing bp8ciops.jar (used by BPF_Operations). This JAR file contains two XML
files, of which bp8_config.xml must and log4j.xml can contain custom and application-specific
settings which you will need to copy back into the corresponding files in the new bp8ciops.jar
installed during the upgrade.

Back up the entire deployed folder used by the BPF Web Application. Specifically, back up any
of the BPF XSL files to which you have made custom modifications. You will need to merge
these changes back into the new XSL files installed during the upgrade. Backing up the entire
deployed folder will also make sure you do not lose any custom JavaScript in any of the
*EventHandler* JavaScript files, your custom Bp8CustomsStyles.css (if any), as well as the current
copies of the .JS or .JSP files any custom tabs, tools, lookups, and so on, that you might have
deployed — as well as the compiled class files for any of these or for any custom
CaseEventHandler subclasses you might have deployed. In general, refer to the BPF Developer
Guide to review the various customization points available and verify just what custom code
exists in the current application that will need to be redeployed after the upgrade.

Export the configuration of your {meta database} to an XML manifest using the Export feature in
BPF Explorer and (if possible) make a full database backup within your RDBMS. Consult the
section of the BPF Explorer Handbook entitled “Saving/Moving BPF Configurations” for further
details of what information you will need to save/backup prior to beginning your upgrade
installation.

Log on to the application server:
UNIX - logon as root.

Windows - log on as member of the local Administrator group or a user with equivalent
permissions.

Undeploy and remove BPF Web Application and BPF Explorer. Prior to executing this step, make
sure you have backed up solution specific files. You will use backed up files while executing BPF
Web Application installation steps below. To Undeploy and remove BPF Web Application and
BPF Explorer see Uninstall BPF.

Install BPF Web Application from media. On the Custom Vs Typical Installation screen, select the
Custom option. See Install and Configure BPF Web Application. All of below screen will appear
when you will execute BPF Installer. Go through the text and screens below before executing
BPF Installer.
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<= FILENET

Choose the installation type that best suits your needs.

" Typical

=& The program will be installed with the suggested configuration.
Recommended for most users.

.::" The program will be installed with the features you choose.
Recommended for advanced users.,

InstallShish]

Custom Vs Typical Installation Screen

CAUTION Selecting the Typical option when upgrading could override existing BPF application
configurations and should be used only when you DO NOT wish to preserve an existing
application configuration.

e From ‘Custom Installation Feature Selection Screen’ select the first two options to re-
install the new BPF Web Application and BPF Operations version only.

e Select first two and last option when you want to add custom code to BPF Web Application
Code (Your custom code backed up from step 2). You would need to copy all customization
to a folder replicating BPF Web Application folder. Any modules including JSP, JAR or XML
files specified in this folder will be bundled as part of WAR/EAR or in Exploded Folder.

o User Defined Configuration and Custom Code Folder screens will only appear when you
selected last option from Custom Installation Feature Selection screen. Leave all entries
blank on User Defined Configuration screen.

CAUTION Do not select fully backed up BPF Web application folder from step 2 as custom code
folder. Only copy customization to a folder replicating BPF Web Application folder. Any modules
including JSP, JAR or XML files specified in this folder will be bundled as part of WAR/EAR or in
Exploded Folder.

© Copyright IBM Corp. 2006, 2009 127




IBM FileNet Business Process Framework Installation Guide
Upgrade BPF

)FiIeNet P8 Business Process Framework - InstallShield Wizard

<= FiLENET

Select the features for "FileNet P8 Business Process Framework™ you would like

o install:
- +| BPFWeh Application
+| BPF Operations - Component Manager Component

R ase Management Sample Configuration|

o[ User-defined Configuration

T | L L —————————S—————=

Custom Installation Feature Selection Screen

)FileNet P8 Business Process Framework - InstallShield Wizard

<& FiLENET

Select the features for “FileNet P8 Business Process Framework" you would like

0 install:
| BPFWeh Application
i~ v| BPF Operations - Component Manager Component

[T Case Management Sample Configuration

R L4l ser-defined Configuration

InstallShish]

Custom Installation Feature Selection Screen
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<= FILENET

User Defined Configuration

CE Manifest Import xmil file

CQueue Config =ml file

Browse

Browse |

Workflow Definition PEP or XML File

Browse

Cancel

InsrallShieh]

User Defined Configuration Screen

<= FILENET

User-defined Configuration allows adding custom code. Copy all
customizations to a folder replicating BPF Web Application folder
structure. Installer will copy the content of this folder and overlay the
BPF Weh Application folder. Any modules, including JSP, JAR, or XML
files specified in this folder will be bundled as part of BPF WAREAR.

Custom Code Folder

Browse |

InstallShieh]

Cancel

Custom Code Folder Screen

CAUTION Selecting either Case Management Sample Configuration or User-defined
Configuration options when upgrading could override existing BPF application configurations and
should be used only as needed.

7. In this step you will be deploying BPF Web Application which was installed in Step 6. To deploy
BPF Web Application see Deploy BPF Web Application.
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8. Make sure you uninstalled BPF Explorer while executing Step 5. Install BPF Explorer from
/{staging folder}/admin/ folder. While installing BPF Explorer you would be pointing to your
previous metastore database. To install see Install BPF Explorer.

9. Load BPF metastore. This step will upgrade your metastore database with new database schema
specific to BPF release you are upgrading to. To Load BPF Metastore see Load BPF Metastore.

CAUTION Step 0 (for Oracle only) and Step 1 metastore scripts are executed only new BPF
Application is installed. For upgrades, Step 0 and Step 1 scripts should not be executed.

10. If you are upgrading BPF 3.5.2 to BPF 3.6, the BPF Site Designer role will need to be defined. To
enable Layout Designer, you must manually create a BPF Site Designer role and assign a user to
that role in BPF Explorer. Refer to the IBM FileNet Business Process Framework Web Application
User Interface Guide for more information about Layout Designer.

11. Configure BPF Operations. Be sure to refer to the bp8_config.xml and log4j.xml files in your
backup copy of bp8ciops.jar to verify the correct settings for your environment and copy the
information from these files into the corresponding files in the new bp8ciops.jar installed by the
upgrade.
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BPF Release Identification

The BPF release number can be identified in one of the following ways:

Web Application

Point to the following URL in IE:

http:/{web application server}:<{web port}>/{web BPF
name}/About.jsp

NOTE Consult your Web Application service for the correct port number.

BPF Operations

Extract Manifest.mf from the bp8ciops.jar using WinZip or any other
archiver and check the Implementation-Version tag.

Wiutil

Extract Manifest.mf from the wfutil.jar using WinZip or any other
archiver and check the Implementation-Version tag.
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Notices

This information was developed for products and services offered in the U.S.A.

IBM may not offer the products, services, or features discussed in this document in other countries.
Consult your local IBM representative for information on the products and services currently available
in your area. Any reference to an IBM product, program, or service is not intended to state or imply
that only that IBM product, program, or service may be used. Any functionally equivalent product,
program, or service that does not infringe any IBM intellectual property right may be used instead.
However, it is the user's responsibility to evaluate and verify the operation of any non-IBM product,
program, or service.

IBM may have patents or pending patent applications covering subject matter described in this
document. The furnishing of this document does not grant you any license to these patents. You can
send license inquiries, in writing, to:

IBM Director of Licensing
IBM Corporation

North Castle Drive
Armonk, NY 10504-1785
U.S.A.

For license inquiries regarding double-byte (DBCS) information, contact the IBM Intellectual Property
Department in your country or send inquiries, in writing, to:

IBM World Trade Asia Corporation
Licensing

2-31 Roppongi 3-chome, Minato-ku
Tokyo 106-0032, Japan

The following paragraph does not apply to the United Kingdom or any other country where
such provisions are inconsistent with local law: INTERNATIONAL BUSINESS MACHINES
CORPORATION PROVIDES THIS PUBLICATION "AS IS" WITHOUT WARRANTY OF ANY KIND,
EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A PARTICULAR
PURPOSE. Some states do not allow disclaimer of express or implied warranties in certain
transactions, therefore, this statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are
periodically made to the information herein; these changes will be incorporated in new editions of the
publication. IBM may make improvements and/or changes in the product(s) and/or the program(s)
described in this publication at any time without notice.

Any references in this information to non-IBM Web sites are provided for convenience only and do not
in any manner serve as an endorsement of those Web sites. The materials at those Web sites are not
part of the materials for this IBM product and use of those Web sites is at your own risk.

IBM may use or distribute any of the information you supply in any way it believes appropriate without
incurring any obligation to you.

Licensees of this program who wish to have information about it for the purpose of enabling: (i) the
exchange of information between independently created programs and other programs (including this
one) and (ii) the mutual use of the information which has been exchanged, should contact:

IBM Corporation

JA6AIG4

555 Bailey Avenue

San Jose, CA 95141-1003
U.S.A.
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Such information may be available, subject to appropriate terms and conditions, including in some
cases, payment of a fee.

The licensed program described in this document and all licensed material available for it are
provided by IBM under terms of the IBM Customer Agreement, IBM International Program License
Agreement or any equivalent agreement between us.

Any performance data contained herein was determined in a controlled environment. Therefore, the
results obtained in other operating environments may vary significantly. Some measurements may
have been made on development-level systems and there is no guarantee that these measurements
will be the same on generally available systems. Furthermore, some measurements may have been
estimated through extrapolation. Actual results may vary. Users of this document should verify the
applicable data for their specific environment.

Information concerning non-IBM products was obtained from the suppliers of those products, their
published announcements or other publicly available sources. IBM has not tested those products and
cannot confirm the accuracy of performance, compatibility or any other claims related to non-IBM
products. Questions on the capabilities of non-IBM products should be addressed to the suppliers of
those products.

All statements regarding IBM's future direction or intent are subject to change or withdrawal without
notice, and represent goals and objectives only.

This information contains examples of data and reports used in daily business operations. To
illustrate them as completely as possible, the examples include the names of individuals, companies,
brands, and products. All of these names are fictitious and any similarity to the names and addresses
used by an actual business enterprise is entirely coincidental.

COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrate
programming techniques on various operating platforms. You may copy, modify, and distribute these
sample programs in any form without payment to IBM, for the purposes of developing, using,
marketing or distributing application programs conforming to the application programming interface
for the operating platform for which the sample programs are written. These examples have not been
thoroughly tested under all conditions. IBM, therefore, cannot guarantee or imply reliability,
serviceability, or function of these programs.

Trademarks

IBM, the IBM logo, and ibm.com are trademarks or registered trademarks of International Business
Machines Corporation in the United States, other countries, or both. If these and other IBM
trademarked terms are marked on their first occurrence in this information with a trademark symbol
(® or ™), these symbols indicate U.S. registered or common law trademarks owned by IBM at the
time this information was published. Such trademarks may also be registered or common law
trademarks in other countries. A current list of IBM trademarks is available on the Web at "Copyright
and trademark information" at www.ibm.com/legal/copytrade.shtml.

Java and all Java-based trademarks are trademarks of Sun Microsystems, Inc. in the United States,
other countries, or both.

Microsoft and Windows are trademarks of Microsoft Corporation in the United States, other countries,
or both.

UNIX is a registered trademark of The Open Group in the United States and other countries.

Other company, product, or service names may be trademarks or service marks of others.
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